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1. Introduction to Acunetix Web Vulnerability Scanner

Why You Need To Secure Your Web Applications

Webste security is today's most overlooked aspect of securingetiterprise and should be a
priority in any organization.

Increasingly, hackers are concentrating their efforts onavabed applicationg shopping carts,

forms, login pages, dynamic contentceAccessible 24/7 from anywhere in the world, insecure web
applications provide easy access to backend corporate databases and also allow hackers to perform
AftESaAFE FOGADGAGASE dzaAy3d GKS FdGF Ol SR tivitkdl Sad | ¢
ddzOK |'a K2ad0Ay3d LIKAAKAY3I ariasSa 2N G2 GNIyaFSN Af
and making its owner liable for these unlawful acts.

Hackers already have a wide repertoire of attacks that tlegylarlylaunch against organigans
including SQL Injection, Cross Site Scripting, Directory Traversal Attacks, Parameter Manipulation
(e.g., URL, Cookie, HTTP headeef) forms), Authentication Attacks, Directory Enumeration and
other exploitsMoreover, tie hacker community is vegjoseknit; newly discovereaveb application
intrusions known as Zero Day exploitse posted on a number of forums and websites known only
to members of that exclusive groupostings are updated daily and are used to propagate and
facilitate further haking.

Web applicationg, shoppingcarts, forms, login pages, dynamic content, and other bespoke
applications; are designed to allow your website visitors to retrieve and submit dynamic content
including varying levels of personal and sensitive data.

If these web applications are not secure, then your entire database of sensitive information is at
seriousrisk. A Gartner Group study reveals that 75%ytierattacks are done at the web
application level.

Whyare web applications vulneratste

1 Websites ad web applicationsre easilyavailablevia the internet24 hours a day, 7
days a week to customers, employees, suppliersthacefore also hackers

9 Firewalls and SSL provide no protection against web application hacking, simply
because access to the watashas to be made public.

1 Web applications often have direct access to backend data such as customer
databases.

1 Most web applications are custemade and, therefore, involve a lesser degree of
testing than offthe-shelf software. Consequently, custompdications are more
susceptible to attack.

9 Various higkprofile hacking attacks have proven that web application security
remains the most critical. If your web applications are compromised, hackers will
have complete access to your backend data evendgh your firewall is configured
correctly and your operating system and applications are patched repeatedly.

Network securitydefenseprovides no protection against web application attacks since these are
launched on port 80 which has to remain open towalregular operation of the businedsis

therefore imperative that you regularly and consistently audit your web applications for exploitable
vulnerabilities.




The need for automated web application security scanning

Manual vulnerability auditing oflleayour web applications is complex and tiro@ensuming since it
generally involves processing a large volume of dataso demands a highvel of expertise and

the ability to keep track of considerable volumes of caded in a web application. In aitidn,

hackers are constantly finding new ways to exploit your web application, which would mean that
you have to constantly monitor the security communities, and find new vulnerabilities in your web
application code before hackers discover them.

Automatedvulnerability scanning allows you to focus on #igadychallengingask of building a
web application. An automated web application scanner is always on the lookout for new attack
paths that hackers can use to access your web application or the datadoié

Within minutes, a automated web application scanner can scan your web application, identify all
the files accessible from the internahd simulatehacker activity in order to identify vulnerable
components.

In addition, an automated vulneraltyl scanner can also be used to assess the code which makes up
a web application, allowing it to identify potential vulnerabilities which might not be obvious from
the internet, but still exist in the web application, and can thus still be exploited.

Acundix Web Vulnerability Scanner

AcunetixWeb Vulnerability Scannés an automated web application security testing tool that audits
your web applications by checking for vulnerabilifike SQL Injectiog) Cross site scriptghand

other exploitable vulnerabilities. In generalcunetixWeb Vulnerability Scannerscans any website

or web application that is accessible via a web browserumas theHTTP/HTTRS0otocol.

AcunetixWeb Vulnerability Scanneroffers a strong and unigusolution foranalyzingoff-the-shelf

and customweb applications including thossilizingJavaScriptAJAXand Web 2.0 web

applications Acunetix has an advanced crawler that can find almost any file. This is important since
what is not found cannot behecked.

How AcunetixWeb Vulnerability ScannerWorks

Acunetix V.eb Vulnerability Scanneworks in the following manner:

1. UsingAcunetixDeepScan hie Crawler analyzeghe entire website by following all the links
on the site including links which are dgmically built using JavaScriphdlinks foundin
robots.txt and sitemap.xml (if availabl&)eb Vulnerability Scannerwill then map out the
website structure and display detailed information about every file.

Hame HTTF Result | Inputs | Title Content Type
: stphp. vulmweb, com/

=8 7] Ok (200) Home of Acune...  text/himl
& (g .idea ok (200) Index of /.idea text/himl

-- @ admin Ok (200) Index of fadmin text/html

-- @ AJAX ok (200) ajax test text/himl

-- £ Connections Ok (200) Index of /[Conn... text/himl

B (@ CVs ok (200) Index of JCVS text/him

F- (@ Flash ok (200) Index of fFlash  text/html

-- I hpp Ok (200) 1 HTTP Paramete... textfhiml

(£ icons Mot Found... texctfhiml

Screenshot - Crawler Results

2. If AcunetixAcuSensor Technologgyenabled, the sensor will retrieve a listing of all the files
present in the web application directory and add the files not found by the crawler to the




crawler output. Such files usually are not disex@d by the crawler as they are not
accessible from the web server, or not linked through the websiteinetix AcuSensaiso
analysedileswhich are not accessible from the interpsuch asveb.config

3. After the crawling proces¥Veb Vulnerability Scamer automatically launches a series of
vulnerabilitycheckson each page found, in essence emulating a hacker. AtsmetixWeb
Wulnerability Scanneranalysesach page for places where it can input data, and
subsequently attempts all the different inpabmbinations. This is the Automated Scan
Stage. If théAcuSensor Technologg/enabled, a series aflditionalvulnerability checks are
launched against the websit®ore information aboutAcuSensois provided in the
following section

As vulnerabilites are found, Acunet®Web Vulnerability Scann®&B LI2 Nlia GKS&S Ay

node.
Scan Results o . . . PR -
0 chnetlx WEEB APPLICATION SECURITY
[z} 5¢ Scan Thread 1 { http://testphp.vulnweb. cor &
=t [llg Web alerts (185)
SQL Injection (15) Blind SQL Injection HIGH
. @ CRLF injection/HTTP response splitti
@ Cross Site Scripting (verified) (26) Vulnerability description
. @ Directory Traversal (verified) (3)
@ HTTP Parameter Pollution (2) This script is possibly vulnerable to 3QL Injection attacks.

Macromedia Dreameaver Remote [ S0L injection is a vulnerability that allows an attacker to alter backend

- @ PHP allow_url_fopen enabled (1) SQOL statements by manipulating the user input. An SQL injection
-@ Script source code disdosure (1) occurs when web applications accept user input that is directly placed
@ SQL injection {verified) (28) into a S0OL statement and doesnt properly filter out dangerous

-- @ Weak Password (1) characters.

- &) Application error message (8) This is one of the most common application layer attacks currently

" D Backup files (2) being used on the Internet. Despite the fact that it is relatively easy to
- @ Directory Listing (1) protect against, there is a large number of web applications vulnerable.
H b
‘ I ral.. N FError mntic'ann An nana (7 _pl_l Affected items .

Screensho?- Scan Results

Each alert contains information about the vulnerability such as POST variable name, affected
item, http response of the server and more.

4. If AcuSensor Technologg/used @tails such as source code linember, stack traceor
affectedSQL query which lead to the vulnerability are listed. Recommendations on how to
fix the vulnerability are alsshown

5. In addition a port scan is launched against the web server hostingvitssite. If open ports
are found, AcunetiXVeb Vulnerability Scannerwill perform a range of network security
checks against the network service running oa tipenport. If open ports are found, they
gAff 0SS NBPRNINGR WAR I GlerBristcdntiids inBrmation such
as the banner returned from the port and if a security test failed.

6. After a scan has been completdbde scan resultsan be saved to file for later analysis and
for comparison to previous scans. Using the Acunefiomer a professional report can be
created summarizing the scan.

Acunetix AcuSensor Technology

I O dzy Suidu& AzuSensor Technology allows you to identify more vulnerabilitiesothen\Web
Application Scannerwhilst generating less false positivAgunetix AcuSensandicates exactly
where in your code the vulnerability is and repoatdditionaldebug information.

[N
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sse spiitting (AS) (1)

Off-By-One Buffer Overfiow V...
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Vulnerability details
Source file: fvar/
Additional details:

"mysql_query” was called

The impact of this vulnerability

the integrity of your datab:

Depenmng nm

svs‘e m

Certain SOL Servers such as Mic

Attack details

& View HTTP headers

Request

lwwwiivhosts/defaulthtdocs/artists.

SQL querys SELECT * FROM artists WHERE arvist_id=1ACUSTART\"\"NWKLSACUEND

An attacker may sxecute armlrary SOL Etatemsmﬁ on ms Vu\nerame system. This may compromise
sitive

soft cedur
(dalahase server vummns) Han ana:ker can obtan aecess m mess Drm:eaures it may o Dussm\e

URL encoded GET inputartist was setto 1ACUSTART""NwKLIACUEND

GET /artists.php?artist=1ACUSTARI$27322NWKLSACUEND HITE/L.1
Taba7b£357 6985

Ready

ScreenshoB - AcuSensapin-points vulnerabilitiegn code

The increased accuracgvailable for PHP anNET web applications achieved by combining black
box scanning techniques with feedback from sengtased inside the source codBlack box
scanning does not know how the application reacts and source aoadlyzersio not understand
how the applicéion will behave while it is being attackeficuSensotechnologycombiresboth
techniquesto achievesignificantly betteresults than using source codealyzersand black box
scanning independently.

The AcuSensaensors can be inserted in the .NET BitP code transparently. THeET source
codeis not requiredthe sensorgan be injected in already compiled .NET applications! Thus there is

y2 ySSR

g2

Ayadl tt

O2YLIAEfSNI 2NJ 26

Gl Ay GKS 680

when using ahird party .NET application. In case of PHP web applications, the sourceilg read

available.

To date, Acunetix is the only Web Vulnerability Scanner to implement this technology.

Advantages of using\cuSensor Technology

1 Ability to provide more informatin about the vulnerability, such as source code line
number, stack trace, affected SQL query.

1 Allows you to locate and fix the vulnerability faster because of the ability to provide
more information about the vulnerability, such as source code line nunsibeck
trace, affected SQL query, etc.

1 Significantly reduces false positives when scanning a website because it understands
the behavor of the web application better.

I Alertsyou of web application configuration problems whicamresult in a
vulnerable apJt A OF GA 2y 2NJ SELJ]2aS$S
enabled in .NET, this could expose sensitive application details to a malicious user.

AaSYaArGAdS AYyF2NNIGA

1 Advisesyou how to better secure your web server settings, e.g. if write access is
enabled on thewveb server.




Detects more SQL injection vulnerabilities. Previously SQL injection vulnerabilities
could only be found if database errors were reportadhereas now the source code
can beanalyzedor improve detection

Ability to detect SQL Injection vulnduitities in all SQL statements, including in SQL
INSERT statementdsinga black box scanner such SQL injection vulnerabilities
cannot be foundThis significantly increases the ability for Acunetix Web
Vulnerability Scanner to find vulnerabilities.

Discaversall the files present and accessible through the web server. If an attacker
gairsaccess to the website and creat@ backdoor file in the application directory,

the fileisfound and scanned when using the AcuSensor Technology and you will be
alerted

AcuSensor Technology is able to intercept all web application inputs and build a
comprehensive list with all possible inputs in the website and test them.

No need to write URL rewrite rules when scanning web applications which use
search engine friendly w[ QaH ! aAy3 (GKS ! Odz{ Syaz2zNJ ¢SOKy2f 2
NESNAGS {9h ! w[Qa 2y (GKS Fiteo

Ability totest for arbitrary file creatiorand deletion vulnerabilities. E.g. Through a
vulnerable script a malicious user can create a file in the web applicgitiectory
and execute it to have privileged access, or delete sensitive web application files.

Ability to test for email injection. E.g. A malicious user may append additional
information such as a list or recipients or additional information to the messag
body to a vulnerable web form, to spam a large number of recipients anonymously.




2. AcunetixWeb Vulnerability ScannerProgram Overview

Acunetix Web Vulnerability Scanner is a suite of tools that allows you to secure your website in the
most efficient maner. It consists of the following components

[ Acunetix Web Vulnerability Scanner (Consultant Edition) =10l x|

f Fle Tools Configuration Help

i Nenson [© 3 220 B B D E el e |8 19| 2|03 b
L 2 macunetix WEB APPLICATION SECURITY

: Web Vulnerability Scanner

+{% web Scanner - -
B3 Tools Acunetix Web Vulnerability Scanner

~[3¥ Site Crawler -
4 Target Finder [« web Scanner Performs automatic security auditing for web applications
£, Subdomain Scanner
-[) Blind 5QL Injector = Tools Security tools that contribute to the auditing process.
= HTTP Edito
% Sn:ﬁ’;r = Web Services Tools for auditing web semvices.
~4# HTTP Fuzzer
5 Authentication Tester = Configuration Configuration of the application or the scanning profiles
- Authentication Tester

Tl
[ Compare Results = General Used to perform application updates, check version infermation and licensing, techical support and purchasing information
=117 Web Services

%] Web Services Scanner
© 4% Web Services Editor
B Configuration

-[%] Application Settings o ew website
4 Scan Settings [1 Mew Scan Start a new website scan
/) Scanning Profiles =# Sample Scan Load the results from a sample scan session.
B4 General
'd Program Updates 7| New WS Scan Start a new web service scan
[0] Version Information
(@ Licensing i Reporter Start the reporter tool
&) Support Center

@ Purchase 'Jjj Scheduler Start the scheduler.
@) User Manual (htmi)
@ User Manual (pdf) = AcuSensor Goto AcuSensor configuration page.

! AcuSensor

Common Tasks

Acunetix Web Application Security Blog

Acunetix to Be Exhibited at Globaltech 2011

VIDEO: How Cross-Site Scripting (XS8) Works

Improving Web Security by Working With What You've Got

Acunetix Web Vulnerability Scanner WVersion 7 build 20111005 released
Explaining the “why” of Web application security

3Y Acunetix Ltd @ 2011 All rights reserved. Acunetix W\

[October 19 13 17, Parse Frame Config XML ...
[October 19 13:45.17, Acunetix Web Vulnerability Scanner, version 8.0, build 20111017
(October 19 13:45.21, Populate application menus ...

(October 19 13:45.22, Populate tools bar ...

[October 19 13:45.22, Populate tool explorer ...

October 19 13:45,22, Load ServerInfo XML ... . ) =l
" Application Log [Error Log
Risady [ [ 7

Screenshot - Acunetix Web Vulnerability Scanner

Web Scaner

The Web Scanndaiunches an automatic security audit of a website. A website security scan typically
consists of twghases:

1. Crawlingg Making use of Acunetix DeepScan, Acunéteb Vulnerability Scanner
automaticallyanalyzes andrawlsthe websitein order tobuild the site's structure. The
crawling process enumerates all files and is vital to ensure that all thefilgeur website
are scanned.

2. Scanning; AcunetixXWeb Vulnerability Scannerlaunches a series @feb vulnerability checks
againsteach file in youweb applicatiorz in effect, emulating a hacker.

The results of a scan are displayedha Alert Node treeand include comprehensiwgetails on all
the vulnerabilities found within the website.

AcuSensor Technologygent

Acunetix AcuSensor Technology is a unique technology that allows you to identify more
vulnerabilities than a trditional black box web security scannand is designed to further reduce
false positivesAdditionally, it also indicates the code where the vulnerability was folihes
increased accuracy is achieved by combining black box scanning techniques withicdyode
analysis whilst the source code is being execuf@dAcunetix AcuSensdo work, anagentmust be

9



installedon your websiteo enable communication betweeficunetixWeb Vulnerability Scanner
and AcuSensoAcunetix AcuSensor can be used with RH® .NET web applications.

AcuMonitor Service

Some vulnerabilitiesan only be detected using an intermediate service. The Acunetix AcuMonitor
service allows Acunetix Web Vulnerability Scanner to detect such vulnerabilities. Depending on the
vulnerability, AcuMonitor can either report the vulnerability immediatelyringa scan, or a

notification email is sent directly to the user if the vulnerability is identified after the scan has
finished.More information on the AcuMonitor Service can be found at
http://www.acunetix.com/websitesecurity/acumonitor/

Port Scanner

[E] Acunetix Web Vulnerability Scanner (Consultant Edition) =1Ol=l
S File Actions Tools Configuration Help
|New5:3n|'_n- ¥ E < v e PP B ""|i|||-|-|h
|T‘"’|5 Explorer 1 | Br=; | o | (=l ﬁj | ih| Report | ‘C" | Start URL: |http:,-",-"tesh:hp.\-'lﬂile: |Defau|t j 0) stop I Pause
@ Web Vulnerability Scanne S oan Result N -
. J& Web Scanner Eailin S3HES M acunetix WEE APPLICATION SECURITY
é Tools = |E| Scan Thread 1 ( http://testphp. vulnweb. cor
E’l‘ Web Services " I@ Web Alerts (124)
B Configuration - aan Network Alerts Open Port 22 f ssh
#1{= General Wﬂ Port Scanner (13)
‘3} Open Port 22fssh Port Banner
- .58 Open Port 21/ftp
- G4 Open Port 25/smtp 55H-2.0-0penS5H_5.3pl Debian-3ubuntu?
- .58 Open Port 53/domain
- 3% Open Port 80/http
-_e;j Open Port 106/pop3pw
- 3% Open Part 110/pop3 Open Port 21/ ftp
-_e;j Open Port 143/imap
- 0% Open Port 443/https Port Banner
-_e;j Open Port 465/smtps
'-EJ Open Port 993/imaps 220 ProFTIPD 1.3.3e Server (ProFTPED) [176.28.50.165]
-‘3} Open Port 935/pop3s
- 47 Open Port 8443/https-alt
B Q Knowledge Base (1)
B ) Site Structure Open Port 25/ smtp
< | o lxl | | | I — |
|\-\-"eb Scanner |Scanning 1 website(s] ... |Number of websites |eft to zcan ;1 4

Screenshadb- Port Scanning

The Port Scannergpformsa port scan against the web sentestingthe scanned websitdVhen
open ports are foud, AcunetiXWeb Vulnerability Scannerwill perform network level security checks
against thenetwork service running on that port, such as DNS ORecursiontests, badly

configured proxy server tests, weak SNMP community strangs many other network lesl
securitychecks.

You can also write your own network services security chesikg the script enginé\ sripting
reference is availablgom the following URLhttp://www.acunetix.com/vulnerdoility-
scanner/scriptingreference/index.html



http://www.acunetix.com/vulnerability-scanner/scriptingreference/index.html
http://www.acunetix.com/vulnerability-scanner/scriptingreference/index.html

Target Finder

[2 Acunetix Web Vulnerability Scanner (Consultant Edition) -0l x|
: File Actions Tools Configuration Help
| New Scan | [ G =N 3D | ‘ Y |4 |2 | ) | o
| Tools Explorer 1| 1P Range:[192.168.7.1-30 | ListofPorts: 30,443 ~ ) start
n —
@;Et:ﬂ':‘u'ljnserablhty Scanne Server | Hostname | Banner -
EI{E' le:nls canner W http://192. 168.7.2:30/ intrud3-2 Apache/2.2.21 (Win32) PHP/5.4.0 mod _ssl/:
I') Target Finder httl:l..l [192,168.7.12:80/ l_l'.l-.'|:|:.1|:ltl'.l-.'|:| .'5|El|:ll:h|:.| 2.2.14 |_|_|t|IJr|tIJ_,I r|||_||j_|'| wono/2.4.3P

-2}, Subdomain Scanr

-4 Authentication Tt
- Compare Results

3 http://192. 168.7. 16:30/

nicks-pc.acunetix.local

Microsoft-HTTPAPL/2.0

Header Mame

| Header Yalue

(3] Biind SQL Injecto :'i] % httos: /1192, 168.7. 1:443/ nane | _lﬂ
3 c 9

-[&3 HTTP Editor

‘:‘. HTTP Sniffer Response Headers | Response Data  View Page

-4 HTTP Fuzzer

HTTP/1.1 200 OK

I

51> Web Services Date Thu, 24 Jan 2013 12:22:57 GMT
-= Configuration Server Apache/2. 2,14 (Ubuntu) mod_mono/2. 4.3 PHP/S. 3. 2-1ubuntus, 5 wi
H-= General Last-Modified Wed, 04 Apr 2012 03:11:46 GMT
ETag "46765-549 1-4bcd 1089 16030"
Arrent-Rannss hutiee x
a | ol | o
|F|eau:|_l,l | | v

ScreenshoB- Target Finder

The Target Finder is a scanner thbws youto locate web servex(generally orports 80, 443)
within a given range of IP addresses. If a web server is found, the scanner will also display the
response header of the server and the web server softwlhe. port numbers to scan are
configurable.

More information about the target finderan be found here:
http://www.acunetix.com/blog/docs/targetfinder/
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Subdomain Scanner

m Acunetix Web Vulnerability Scanner (Consultant Edition)

=101 %]
: File Actions Tools Configuration Help
FQNewsan |6 3 2 4 UER - 3P|l |B @Dk
Tools Explorer ol Domain: |vu|nweb.com ﬂ |Use DS server from Ergetﬂ | j Timeout (sec) |10 jl Start
E—" —
- {Eﬁtin}-'utlgnserahhty Scanner Damain | IP Addrezs & | “web Server Banner [HTTP)
eb Scanner
EIE‘ Tools testphp. vulnweb. com 176.28.50.165 \ Apache
_____ (3 Site Crawler test.vulnweb,com 50.116.82.164 %, Apache
..... ) Target Finder testasp. vulnweb.com 87.230.29.167 [ Microsoft-115/6.0
..... £, Subdomain Scanner testaspnet.vulnweb. com 87.230.29.157 a{r' Microsoft-11S/6.0
----- |4l Blind SQL Injector
[ HTTP Editor
-4 HTTP Siffer 4] |

----- & HTTP Fuzzer

----- ) Authentication Testel [& Hrme |5 Hrres
----- & Compare Results Response Headers R View Page
B Web Services Look for: | © O |4 | g | [©] | m
{7 Configuration
-7 General 1 < IDOCTYPE HTML PUELIC "-//W3C//DTD HTML 4.01 Transitional//EH" ﬂ
2 "http://www.w3.org/TR/html4/loose.ded">
3 <html><!-- InstanceBegin
t.err.plate="/’Terr.plates/’rr.ain_dynarr.ic_t.erf.plat.e .dwt.php™
codefutsideHTMLIsLocked="false" -->
4 <head>
1| ILI 5 <meta http-equiv="Content-Type" content="text/html; -

|Rieady | |

Screenshof - Subdomain Scanner

Using various techniquethe Subdomaineanner allows fast aneasy identification of activeud
domainsof a toplevel domai®e ¢ KS { dzoR2YI Ay { Ol yySNI Ol y
serveror any other DNS server specified by the user.

More information about the Subdomain scanner canfbund here:
http://www.acunetix.com/blog/docs/subdomaiscanner/
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Blind SQL Injector

[A] Acunetix Web Vulnerability Scanner (NFR Evaluation Edition) o (B S

File Actions Tools Configuration Help
| New Scan | [} 3 0 (E B e 5 B e | B ||
P 3 EE DEE B @
HTTP Request | Settings Tools
Default value: | 1 | [#

J2u0jdx3 sjoo]

GET /artists.php?artist=£{injecthere} HITE/ /1.1

Cookie: mycookie=3

Host: testphp.wvulnweb.com: 80

Connection: Keep-alive

Leocept-Encoding: gzip,deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; .HET CLR 1.1.4322)

[= I L S SURY X Y

Look for: ® 6| @& | {Ret i | ] | Plain text A
B | ;:;;;;::Ch S nseanE, - artigt_id [int] aname [varchar] adesc [text]
= ) ) 1 r4ws173 <p>%e0ALorem ipsum dolor sit ...
J information_schema 2 Blad3 <p=%0ALorem ipsum dolor sit ...
- 1) acart 3 lyzae <p=%g0ALorem ipsum dolor sit ...
R T
[ artist_id: int =
[ aname: varchar
[ adesc: text
| carts
| categ
+| featured -

5 aptent tadti sodosqu ad%e0Alitora torquent per conubia nostra, per inceptos hymenaeos., Aliguam lacus. %:0AMauris magna eros, semper a, tempor et, rutrum et, tortor, %60A</p>

Activity Window

Ready

ScreenshoB - Blind SQL Injector

Ideal for penetration testers, #Blind SQL injector is an automated datsé data extraction tool
with which you can makmanual tests to furtheanalyzeSQL injectionseported during a scamhe
tool makes use of Blind SQL Injection techniquesniomerate databases, tables, dump datad
also read specific files on the file system of the web seif\aar exploitable SQL injection is
discovered

With the Blind SQL Injector topbu canalso runmanual tests tacheckfor different variants ofSQL
injection. Using this tooljou canalsorun custom SQWdlectqjueries against the database.

More information about the blind SQL injector can be found here:
http://www.acunetix.com/blog/docs/blindsgtinjector-tool/
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HTTP Editor

Start | Encoder Tool @ (S ]
| Text Only

[#] [=] [ & Hres | Method:POST = Protocol:| FTTP/L.1  ~| URI: |/guestbook.php - | [E] Edit Request Variables
Request Headers | Request Data |

Header Mame | Header '/ alue 1 name=anonymous32520user'$22 () 226%25%3c5cRiP
Content-Length 107 tE20%3eprompt (373893)23c22f5cRiPtE3essubmit
Content-Type application fx-www-form-urlencoc =addiZ0messagestext=1

Referer http: /testphp. vulnweb. com

Cookie mycookie=3

Host testphp. vulnweb.com

Connection Keep-alive

Accept-Encoding gzip,deflate

User-Agent Mozilla/5.0 (compatible; MSIE 9.0

Accept *f=

dl | i3

Response Headers Response Data | View Page HTML Structure Analysis

Lookfor:| @ @ | @ | ke ’..H | | HTML ﬂ
1 <!DOCTYPE HTML PUBLIC "-//W3C//DID HTML 4.01 Transitional//EN" 1=
2 "http: /S fwww.w3.org/TR/html 4/ loose .. dtd™ > =
3 <html><!-- InstanceBegin template="/Templates/main dynamic template.dwt.php"”
Eccdeﬂ;ts;de:—f?l—f::s:ccked=”fa'_se” -
4 [H<head>
] <meta http-equiv="Content-Type" content="text/html; charset=isco-8859-2">
[
T <!--— InstanceBeginEditable name="document title rgn" -->
8 <titlerguestbook</title>
9 <!-- InstanceEndEditable —->
10 <link rel="stylesheet" href="style.css" type="text/css">
11 1l—_ TrmatranrePReaainfditahlse mname="hasadasyas yom ™ il

Screensho® - HTTP Editor

The HTTP Editor allows you to create, analyze, and edit client HTTP requests and server responses. .

L

Fta2 AyOftdRSa Ly SyO2RAy3 YR RMORhAshes

UTF7 formats and many other formats.

You can start th&dTTP Editdirom theW ¢ 2 @otleamdhin the Tools Explorer. The Top pane in the
HTTP editor displays the HTTP request data and headers. The bottom pane displays the HTTP
response headerdata.

More information about the HTTP editor can be found here:
http://www.acunetix.com/blog/docs/httpeditor/
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HTTP Sniffer

@ Stop | E Enable Traps m Edit Traps | @ lﬂ ,__F ,:D' = Status: Running on port 8030
Method D etails Infarmation
- - h -

% 200 Ok 23 Kb
i GET http:/ fwww.acunetbc.com/wp-contentfthe... text/css
& 200 Ok 1Kb
it GET  http:/ /www.acunetibc.com/wp-content/plu... textfcss
% 200 Ok 2kb
i GET http: {fwww,.acunetix, comfwp-content/themesfac... textfcss
J 200 Ok 24¥b
it GET  http:/ /www.acunetibc.comfwp-contentfthe.. textfcss
% 200 Ok 455b
it GET http:/ fwww.acunetbc.com/wp-contentfplu... text/css
§ 200 Ok 434 b :j
1 GET / HTTP/1.1 -
2 Host: www.acunetix.com
3 User-Agent: Mozilla/5.0 (Windows NT &€.1; WOWe4; rv:18.0) e

Gecko/20100101 Firefox/18.0
4 Locept:

text/html, application/xhtml+xml, application/xml;q=0.9, */*;q0=0.8 =

Screenshot0- HTTP Sniffer

The H'TP Sniffeacts as a proxy and allows you tpture, examineand modifyHTTRraffic
between an HTTP client and a web senYau can also enable, add or edit trapsapturetraffic
before it is sent to the web server or back tetveb client. This toas usefulto:

Analyzehow Session IDs are stored and how inputs are sent to the server.

Alter any HTTP requesteing sent back to the server befaiteey get sent.

Manual crawling; avigate through parts of the website which canmet crawled
automatically andimport the resultsnto the scanneto include them in the
automated scan

Forhttp requeststo pass throughAcunetixWeb Vulnerability Scanner, AcunetixWeb Vulnerability
Sannermust be configuredsa proxy in youmweb browser. You can read more abotite HTTP

{YATFSNI I yR

ih chapter 76D tig Mah@IdzNI G A 2
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HTTP Fuzzer

Start |N Fuzzer Filters | o = = Mumber of requests : 1000
| Results
GET /listproducts.php?cat=§{Gen 1} HITE/1.l [#]Add Generator [®] Insertinto Request [=] Remove Generator Generators
Referer: http://testphp.vulnwek.com -
Cookie: mycookie=3 Name | Type | Details
Host: testphp.vulnweb.con ﬂ Gen_1 Mumber generator Range: 0 - 999, Step= 1, Enc= Mone, Pad...
Connection: EKeep-alive
Accept-Encoding: gzip,deflate
User-Agent: Mozilla/5.0 (compatikble; MSIE 9.
Aoccept: */% Mame Gen_1
Start number 0
Stop number 999
Increment 1
Encoding Mone
Padding Mo padding

Screenshot1- HTTP Fuzzer

The HTTP Fuzzenablesyouto launch a series ¢fophisticateduzzing tests ta@udit the web

FLILX AOF A2y Qa KIFIYyRfAYy3 27F.ThedDNFuZzdr aldo wiBwsodag S E LIS O SF
easily create input rules fdurther testing inAcunetixWeb Vulnerability Scannet

An example would behe followingURL http://testphp.acunetix.com/listppducts.php?cat=1

Using theHTTP Fuzzgou @ancreate a rulehat would automaticallyreplace the last part of the URL
YMQ 6AGK YdzY o DOREONY GalidgeSuts/will e répyried s degree of automation
allows you to quickly test the results of a 1000 queries without having to perform them one by one.

More information about the HTTP Fuzzer can be found here:
http:// www.acunetix.com/blog/docs/httgfuzzertool/

Authentication Tester

Target URL to test: |I'|tt|:|:_."_."testphp.'.'uln'.'.eb.-:u:-m_.'k-gin.php j @ Stop
Authentication method: Web form based ﬂ Select user fpassword form fields to use:  ~ Select...

Logon has failed if: |Resu|t contains j |-_:c-l.| must login j

Username dictionary path: |C:\ProgramData\Acunetix WV 8\Data\General\userlist. bt j
Password dictionary path: |C:'ProgramData\Acunetix WVS 8\Data\General\passlist. tut j

Valid Combinations |
a http: fftestphp. vulnweb.comflogin. php with username “test”™ and password "test™

Screenshot2 - Authentication Tester

With the AuthenticationTesteryou can perform a dictionary attack against login papesuse both
HTTP (NTLM v1, NMlv2, digest) or form based authentication. This tool uses two predefined text
files (dictionaries) containga list of common usernames and passwords. You can add your own
combinations to these text files.

More information about the Authentication testecan be found here:
http://www.acunetix.com/blog/docs/authenticatiortester/
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Web Services Scannand Web Services Editor

[E) Acunetix Web Vulnerability Scanner (Consultant Edition) o =] |
S File Actions Tools Configuration Help
: INewSan|'- 3 o B B e v rd :‘;z:w<|-’: J\|i.'i|.|__;!|_|h
g |j L3| H | | Report |WSDL URL: |http:,.’,.'hesiaspnet.vulnweb.com,.’acuservice,.’service.asmx?WSDL ﬂ Profile: |w5_default ﬂ Start
g | [SeanResuts | Status | syacunetix WEB APPLICATION SECURITY —
S | |2+ S¢ http://testaspnet. vulnweb. comfacuservice fservice.asmx?WSDL  Finished (4 alerts)
Ml = Alerts ()
@ 5L injection (verified) (2) Alerts summary
- & @ Blind SQL Injection (2)
& & Web Services (1) @ saL injection (verified)
B } Service
G- 73] ServiceSoap « httpeiftestaspnetvulnweb.com/acusenvice/semvice.asmx
.. ServiceSoap12 o Senice.SenviceSoap.GetUserinfo.username
o Semnice. SeniceSoap12 GetUserinfo.username
@ Blind SQL Injection
» hitp:ltestaspnetvulnweb.comiacusenvicel/senvice. asmx —
o Semnvice SenviceSoap. GetlUserinfo.username
o Semnvice. SenviceSoap12. GetUserinfo.username
|Fhaac|5I | v

Screenshot3-Web ServiceScanner

The Web Services Scanner allows you to launch automated vulnerability scans against WSDL based
Web ServicedWeb Services are commonly used for to exchange data, and generally vulnerabilities
in Web Services can easy be used to leak sensitiveriafmn.

The Web Services Editor allows you to import an online or local WSDL for custom editing and
execution of various web service operations over different port types for an in depth &nafys
WSDL requests and responses. The editor also featuréasxdyighlighting for all languages to easily
edit SOAP headers and customize your own manual attacks.

AcunetixWeb Vulnerability ScannerSDK

e e

o W E| % 0= = | @ |Miacunetidocuments\manualtSDK ersion Tsample scripts\basicxSS. seript =]
7 var targetUrl = new TURL(=canURL.url): - @ pspeciData -
8 & AspectDataltem
9 // get current scheme & HTMLFom
10 var scheme = getCurrentScheme(); @ HTMLForminput
" % HTMLOuer
1
12 // & scheme can have multiple inputs & HTMLToken
:1]2 Dfor {var i=0:i<scheme.inputCount; it++) | & HTMLT akerizer
T 7 HTTPIoh
15 // each input can have multiple variations %
TR , . & HTTPMessage =
16 wvar variations = scheme.selectVariationsForInput (i);
- s B HTTPWarker
17 for (var j=0; j < variations.count; j++)
B o g @& Injectiorivalidator
19 // load variation & Inputchere
20 scheme.loadVariation(variations.item({3}): % KBaseltem
21 // set input value to cur payload <XSS> & Link.
2 scheme.setInputValue (i, '<XS5>'): & Lt
23 @ MetaTag
24 // create a HTTP Job (request) @ bjectFactories
26 wvar job = new THTTPJob({) : & PaseData
26 % Reportiten
27 // set the job URL to targetUrl @ Seript
28 job.url = targetUrl; &2 @ SenptContest
all z | D & Search
&8 B Sewverlnfo o
Message Jobs  State Seript
1 Seript execttion nor, No curent input scheme svaiisble for current contest, In "Miscunetisdocumentsima.. || @ 1 WAITING -
@ Network script "basicXSS. seript” finishied in 25 ms. Request count: 0. @0 WATING L
D0 WATING 3
W0 WATING b
@0 WAITING
00 WAITING 2
Mo running scripts ...
Ready

Screenshot4 ¢ Web Vulnerability Scann&criging tool

TheAcunetixWeb Vulnerability ScannerScripting tool allows you to create new custom web
vulnerability checksThese checks must be writtendavaScripand require installation of the SDK
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You can read more about writing custom web securityais from the following URL:
http://www.acunetix.com/blog/docs/creating-vulnerability-checks/

You can downloathe scriptingSDKrom:
http://www.acunetix.com/download/tools/Acunetix_SDK.zip

Reporter

TheReporterallows you to generate reports of scan results in a printable format. Various report
templates are available, including summadgtailed reports and compliance reporting. The
Consultant Version dkcunetixXWeb Vulnerability Scannerallows customization of the generated
report.

Scan of hp 192,168,020

Sean denils

P -

Wnuonn

Screenshot5 - Typical Report including Chart of alerts

New in AcunetixWeb Vulnerability Scanner Versioh

9 Introduction of Acunetix DeepScan, which makes use of the same rendering engine
used in Google Chrome and Apple Safari to better identify the web site's structure
during a scanAcunetix DeepScan providefiage improvement in scanning of AJAX
sites, JavaScrifitased sites and Single Page Applications (SPA)

1 Introduction of the Acunetix AcuMonitor service, which is used to identify specific
vulnerabilities which require an intermediate server.

1 Improved supparin detecting and scanning smartphone / tablet friendly websites.
When a mobile friendly site is scanned, the user is given the option to crawl and
scan the site as a normal browser or as a smartphone browser

Full support for HTML5 websites
Detection of @M-based XSS vulnerabilities
Detection of Blind XSS vulnerabilities (using AcuMonitor)

Detection of Server Side Request Forgery (SSRF), XML External Entity (XXE), Mail
Header Injection and Host Headeased vulnerabilities (using AcuMonitor)

=A =/ =4 =4
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AcunetixBlogand SupportPage

 Odzy SGAE LJzof AaKS& | ydzyoSN) 2F 6So6 aSOdaNRGe FyR

Acunetix Web Application Security Blogp://www.acunetix.com/blog.

. 2dz Oy Ffta2 FAYR | ydzYoSNJ 2F &dzLJL}2 NWebNBf I G4 SR
Vulnerability Scannersupport page; http://www.acunetix.com/support.

Licensng AcunetixXWeb Vulnerability Scanner

Acunetix Web Vulnerability Scaer is available ib editions: Small Business, EnterpriEmterprise
x10 instancesConsultantand Consultant x10 instanceédrdering and pricing information can be
found here:

http://www.acunetix.com/ordering/pricing.htm

Perpetual or Time Based Licenses

AcunetixWeb Vulnerability Scanné&mnterprise and Consultant editions aeld as ane-year
subscribtionor perpetual licenseThel-yearsubscriptionlicense expiresfter 1 year from the date
of download oractivation. The perpetual license does not expirbe Small Business version is
available as a perpetual license only.

If you purchase the perpetual license, you must buy a maintenance agreement to get free support
and upgrades beyond thigst month after purchase. The maintenanogreement entitles you to
free version upgrades and support for the duration of the agreement.

Support and version upgrades are includadhe price of theone-year license.

Small Business Edition 1 Site/Server

The Small Business edition license allows you to install one copy of Adtadtixulnerability
Scanneon one computer, and scan one nominated site; this site must be owned by yourself (or
your company) and not by third parties. Acunetix Small Busirgiisrewill leave a trail in the log
files of the scanned server and scanning of third party sites is prohijt#te licenseagreement
Additional licensesre required for separate installs onto different workstations

Enterprise Edition Unlimited SigServers

The Enterprise edition license allows you to install one copy of AcunetixVVulnerability Scanner

on one computeto scan an unlimited number of sites or servers. The sites or servers must be
owned by yourself (or your company) and not by thpatties. Acunetix Enterprise edition will leave

a trail in the log files of the scanned server and scanning of third party sites is proluibited
licenseagreement Additional licenses are required for separate installs onto different workstations.

Erterprise Edition Unlimited Sites/Servers x10 instances

The ONLY difference between the Enterprise Edition and the Enterprise Edition x10 instances is that
this edition of the Acuneti¥Veb Vulnerability Scann&mterprise allows you to run up to 10

instances of AcunetixtVeb Vulnerability Scannen the same computegivingyou the ability to scan

up to 10 websites simultaneously.

Consultant Edition

The Consultanedition license allows you to install one copy of Acunetix on one comgatscan an
unlimited number of sites or serveiacluding 3 party sitesprovided that you have obtained
permission from the respective site owners. This is the coedition to use if you are a consultant
who provides wb security testing services, hosting provider or. [Bie consultant edition also
includes the capability of modifying the reports to include your own company Dgs edition does
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not leave any trail in the log filesf the scanned serveAdditional licenses are required for separate
installs onto diffeent workstations.
Consultant Edition x10 instances

The ONLY difference between the Consultant Edition and the Consultant Edition x10 instances is that
this edition of the Acuneti¥Veb Vulnerability Scann&onsultant allows you to run up to 10

instances 6AcunetixWeb Vulnerability Scannen the same computegivingyou the ability to scan

up to 10 websites simultaneously.

Limitations of Trial Version

Thetrial version ofAcunetix Web Vulnerability Scannedownloadable from the Acunetix website
is practically identical to the full version in functionality afectures, but containghe following
limitations:

1 The Trial edition will expire after 15 days.

1 When scanning your website, all the Web Alerts will be reported. However you will
not be able to dil down and find where the vulnerability is found in your website.

1 Reports cannot be generated. Scan results will not be stored in the Reports
database.

9 Full scans (including detailed information on the vulnerabilities discovered) can be
made against théollowing Acunetix test web sites:

http:/testphp.vulnweb.com
http://testasp.vulnweb.com

http:/testaspnet.vulnweb.com

O O O O

http:/testhtml5 .vulnweb.com

I The Scan Scheduler is not available.

If you decide to purchase AcuneW¥eb Vulnerability Scanngyou will need to uanstall thetrial
edition and install the purchased editipwhich nust be downloaded as a separate installer file.
Download the installer fileising the link provided by our sales teaand doubleclick to begin the
setup. You will bgorompted to remove thetrial versionand install the full edition. IAsettingsfrom
the previously installed versionill be retained.

Once the installation is completgou will bepromptedto enter the License key.
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3. Installing AcunetiXWeb Vulnerability Scanner

Minimum System Requirements

1 Operating system: Miosoft Windows XP and later
CPUZ32 bit or 64 bit processor
System memory: minimum &GBRAM

1
1
1 Storage200MB of available harellisk space
1

MicrosoftInternet Exploref7 (or later) ¢ some components ohternet Explorerare
used by Acuetix

1 Optional:Microsoft SQL Serveyfor the reportingdatabase By default a Microsoft
Access database is usgMdicrosoft Access is not requirgd

Installing Acunetix Vb VulnerabilityScanner

1. Download the latest version of Agetix Web Vulnerability Scanner from the download
location provided to you when you purchased the license.

2. Double click the webvulnscarexe file to launch the Acuneti¥eb Vulnerability Scanner
installation wizard and cliddextwhen prompted

3. Reviewand acceptthe Licenseédgreement
Select the folder location where Acunetix Web Vulnerability Scawiiebe installed

5. The installation will prompt you to install a unique root certificate used for HTTPs traffic and
to create adesktopshortcut

6. Click Ingall to start the installation. Setup will now copy all files and install&henetixweb
Vulnerability ScanneBcheduler ervice.

7. Click Finish when ready.

Registering with AcuMonitor Service

AcuMonitor Service x|

& Some vulnerabilities can only be detected or verfied by uzsing an intermediate server.

¥ Acunetiz Acubonitor is used to expoze these tpe of vulnerabilities. Your email address
- and licenze key are needed to reqizter to this service. Notifications of Vulnerabilities
expozed will be sent to the email address provided below,

“Y'ou can regigter later from Configuration » Application Settings.

Email address: Iadmiﬂ@acunetix.com

Licenze ke I

More information about Acubd onitor

Reqizter | Cancel |

Screenshol6 - AcuMonitor Regitration

When you start Acunetix Web Vulnerability Scanner the first time, you will be asked to register with
the AcuMonitor Service. The AcuMonitor Service is used to automatically detect certain
vulnerabilities which can only be detected using an intedliage server, such as Blind XSS, Server
Side Request Forgery (SSRF) and Email Header Injection.
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You can register to the AcuMonitor service using your email address and your license key.
Registration can also be done at a later stage from Acunetix Welehbility Scanner >
Configuration > Application Settings > AcuMonidare information on the AcuMonitor Service can
be found athttp://www.acunetix.com/websitesecurity/acumonitot/

Installing theAcuSensoAgent
NOTE: Installing the AcuSensor Agenptonal. Acunetix Vb Vulnerability Scannerstill is best in
Ot aa | a I & didtthedcuSéngoE Agentitddroyagc8rakland vulnerabilityresults

The uniqueAcunetix AcuSensor Technology idgatifnore vulnerabilities than hlack boXWeb
Application Scanner wlelgenerating less false positives. In addition, it indicates exactly where
vulnerabilities are detecteth your codeand alsareports debug information

Acunetix AcuSensor requires an agent to be installed on your website. Thissagenerated
uniquely for your website for security reasons.

Generating the AcuSensor files

AcuSenzor Deployment
a From this node you can generate the files you need to deploy AcuSensor technology to a server

 Generate AcuSensor Installation Files

Password: | ")

QOutput folder: |C: Wsers'Micks \Documents \Acunetix WS 94AcuSensor’,

|+ Generate PHP AcuSensor
[+ Generate .MET Acusensor

[~ Also set password in currently selected settings template

Use the below button to generate the files you need to deploy AcuSensor to a server,

Generate AcuSensor Installation Files |

Screenshol7 ¢ AcuSensobDeployment settings node

e

1. Navigate 2 { KS W/ 2AgphcatBrdzili i A 3/\A 4 B oofs ExRl&er./Chek din €&
W Odz{ Sya2NJ 5SLX 28YSyiQ y2RS®

2. Entera password or click on the padlock icon to randomly generate a password unique
the AcuSensor file

3. Specify the path where you want the AcuSensor files to be generated.
Select whetheto generate files for a PHP website a.NETwebsite

Select 'Also set password in currently selected settings template’ to store the password
specified in the scan settings template.

Click onGenerate AcuSensor Installation Filesgenerate the files

Dependng on if you are using a ASP .NET or a PHP website, use one of the following
procedures to install the AcuSensor files.
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Installingthe AcuSensor agent foASP.NETWebsites

1. Install Prerequisite®n the server hosting the websiteTheAcuSensoinstallerapplication
requires Microsoft .NET Framework 3.5.

x

li!;m‘ Select Role Services
i

Role Services Select the role services to install for Web Server (T1S):
Confirmation Role services: Description:
Progress = 1S 6 Metabase Compatibility provides
it L 1 Oipest Authentication ;-l infrastructure to query and configure
Resdlts LJ Clent Certificate Mapong Authentication the metabase 5o that you can run
|| 1S Clent Certificate Mappng Authentication spplications and scripts migrated from
|| WRL Authonization earlier versions of IIS that use Admin
Request Fitering (Instaliod) Base Object (ABO) or Active Directory
[ ] 1P and Domah Restrictons Service Intarface (ADSI) APTs.

[=) || Performance (Instaled)
|| Dynamic Content Compressi
= 1@ Management Tooks (Installed)

SQEMENL LONS0e |

| | 115 Management Scripts and Tooks
|} Management Service
B |4] 115 6 Managament Compatibiity
Al 1S 6 Metabass Compatibiity
| TIS 6 WMI Compatibiity
[ ] 1S 6 Seripting Tools
[ ] 115 6 Management Console
= | FIP Publshing Service
] FTP Server
[] FTP Management Censole —

More about role services

Screenshol8- Enable 1IS 6 Metabase Compatibility on Windows 2008

On Windows 2008, youmuatsoA ya G F f £ LL{ ¢ aSidl ol asS /2YLI GAc
Turn Windows fetures On or Off > Roles > Web Server (IIS) > Management Tools > IIS 6

al ylrasySyid /[/2YLIl GAOoAf AGE m®natlelifingofallaNET I 6 aS / 2°
applications running on server.

2. Copy he AcuSenguanstallationfilesto the server hosting the .NEwebsite.

mGCU netix Acunetix WVYS .NET AcuSensor Installer

Installation details

Installation directary : |C:\F'rogram Filez'AcunetizviouS ensor niector =

[v Create shortcut on Desktop
|v Create shorteut on Start Menu (Programs folder)

[V Start application after the installation is completed

Install | Lancel |

|

Screenshol9¢ Acunetix .NET AcuSengagentinstallation
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3. DoubleclickSetup.exeto installthe Acunetix .NET AcuSensmentand specify the
installation path. The application will start automailily once the installation is ready. If
the application is not set to start automatically, clickAcunetix .NET AcuSensor
Technology Injectofrom the program group menu.

m Acunetix MET AcuSensor Injector =] E3

Select the applications pou want to inject/uninject from the list bellow. Befrezh |

=0 3 acufarum
. ®-0Oir acublag
Sl [ -c..bioo

FH-[i= (Roat)

Target Runtime I.NET Framewark wersion 2.0 j Inject Selected | Uninject Selected |

Screensho20 ¢ Acunetix .NET AcuSsor Technologpgent

4. Onstart-up, the Acunetix .NET AcuSensor Technologpallerwill retrieve a list of .NET
applications installed on your server. Select which applications you would like to inject with
AcuSensor Technology and select the Frameworkiae from the drop down mentClick
on Inject Selectedo inject the AcuSensor Technology code in the selected .NET applications.
Once files are injected, close the confirmation window and also the AcuSensor Technology
Injector.

Note: The AcuSensanstaler will try to automatically detect the .NET framework version used to
develop the web application so you do not have to manually specify which framework version was
usedfrom the Target Runtime drop down menu

Installingthe AcuSensor agent fdPHPwebsites
If your web application is written in PHP:

1. Locate the PHP AcuSensor file of the website you want to idstatensoon. Copy the
acu_phpaspect.phfiile to the remote webservehosting the web aplication. The
AcuSensor agent file should beaocaton where it can be accessed by the web server
software. Acunetix AcuSensor Technology worksehsites usingPHPversion5 and up

2. There are2 methods toinstall the AcuSensor agenine method can be used for Apache
servers, and the other method can be used for both IIS and Apache servers.

Method 1:Apache htaccess file
Create a .htaccess file in the website directory and add the following direptipevalue
I dzi 2 Y LINES [Pty tRacd phpaSpedtphp filed

Note:C2 NJ 2 Ay R asérsokldB Yy WK IMF & LISOG dLIKLIQ YR F2NJ [ AydzE ¢
Wk { SYyaz2Nkl Odzg LIKLI ALISO0G dLIKLIQ LI K R t@dcdsdids,itAh 2y F2 N
must be configured to do so. Refer to the following configuration guitg://httpd.apache.org/
docs/2.0/howto/htaccess.html. The above directive can also benfigured in thehttpd.conffile.

Method 2:1IS and Apachehp.ini
1. [ 201 4GS GKS FAtS WLKdhsmiogffinttiorz y G KS & SNIISNJ 68 dz
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http://httpd.apache.org/docs/2.0/howto/htaccess.html
http://httpd.apache.org/docs/2.0/howto/htaccess.html

2. Search for the directivauto_prepend_file and specify the path to the acu_phpaspect.php
file. If the directive does n@xist, add it in the php.ini fild: dz{i 2 ¢ LINB L)SathBoW FA £ ST £
acu_phpaspect.php file]

3. Save all changes and restart the web server for the above changes to take effect.

Tesing yourAcuSensoAgent
To test ifthe Acus=nsoragentisworkingproperly onthe target website do the following

1. IntheTools Explorertb | @A 3+ S (G2 W/ 2y FAIdz2NI G§A2Yy B {OFy [
AcuSensor node.

Enter the password of the AcuSensor agent file which was copighe target website.

ClickTest AcuSensor instaltion on a Specific URIA dialog wilprompt you to submit the
URL of the target website where the AcuSensor Agent file is installed. Enter the desired URL
and clickOK

Changing the AcuSensor Password

If you need to change thegasswordused by the AcuSenr agent on your website, you will need to
re-generate the AcuSensor Files andnstall them on your website.

Perform the following if you are using a .NET website:
1. Use the procedure in the next section to Disable and Uninstall the AcuSensor agent.
2. Praceed with installing the AcuSensor with the new password.
If you are using a PHP file, you will just needuerwrite the oldacu_phpaspect.phpvith the one
with the newacu_phpaspect.phiile.
Disabling and uninstalling\cuSensor

To uninstall and disablthe sensor:

AcuSensofor ASP.NETwebsites
1. Browse to the installation directory where the AcuSensor Agent had been installed

2. Open AcuSensorlnjector.exe.
2] Acunetix .NET AcuSensor Injector =] 3

Select the applications you want to inject/unnect from the st bellow. Refresh |

=-0 h acufarum
. B~ acublog
o E03 B

#H-[= (Roat)

Target Runtime I.NET Frarnewark wersion 2.0 j Inject Selected | Uninject Selected |

Screensho?l- Select website and click Uninject Selected

3. Select thewvebsitewhere the AcuSensor agent is instalbtt click on Uninject to remove
the AcuSensor Agent form the site.

Close AcuSensorinjector.exe
From the same directory, double click uninstall.exe to uninstall the AcuSensor Agent files.
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Note: If you uninstalthe Acunetix .NET AcuSensor Technology Injector withounjenting the .NET
application, then the AcuSensor Technology code will not be removed from your .NET application.
AcuSensofor PHP

1. If usingmethod 1 (.htaccess file)gtkte the directivephp M- f dzS | dzii 2 YLINSLISY RY T A
G2 I Odzy LK LI &ftad b . ddckesd fildohfiuBaboh

2. Ifusingmethod 2, delete the directive: dzii 2 Y LINBLISY RYTFAE ST ¢ LI 0K G2 |
T A tfr@®tide php.ini file.
3. Delete the Acunetix AcuSend®HFfile: acu_phpaspect.php.
Note: Although the Acunetix AcuSensagentrequires authentication, uninstallremove the
AcuSensor client files if they are lomger in use.

Configuring an HTTP Prory SOCKS proXgerver

&) Acunetix Web Vulnerability Scanner (Consultant Edition) =101 x|

i Fle Actions Tools Configuration Help
¢ Jnewsan | [ 0 B e Pl [eNEl e el s

Tools Explorer 2| Template: [Defaut -0 X
" e ke
[ wieb Vunerabity Scanner g LAN Settings
& Wieb Scanner
<] Proxy settings for the scan.
= Took [} Headers and Cookies

(3 Site Crawler &) Paramet ter Exclusions
{4 Target Finder GHDB ey
i+ {4, Subdomein Scanner [ Use an HTTP proxy server
1] Blind 5QL Injector (3 Crawing optons
-5} HTTP Editor (@ File Extension Filters Hostname: 152.168.0.1 port. [3080]
-4 HTTP Sniffer (3 Directory and File Filters
L4 HTTP Fuzzer @ LRL Rewrite Usemame: [scxobert
t £ Authentication Tester B
|2 Compare Results 4] HTTP Options Password: |
B Web Services |+] LAN Settngs
fge*] Web Services Scanner | (3 Custom Cookies [~ SOCKS Proxy
“-g Web Services Editor Em Input Fields [ Use a SOCKS proxy server

B Configuration

+-[8] Application Settings
+-|4] Scan Settings @ PortScanner
*- 2] Scanning Profiles s Custom 404

. AcuSensor

B General

1@ Program Updates
+..{11] version Information
L3P Licensing

i8] Support Center
i8] Purchase

{-4@&] User Manual (html)
L] User Manual (odf)

~[& AcuSensor

i) Settings changed! Click Apply to save changes. Cancel

|Actvity Window

[Ready [ 7

Screashot22- LAN HTTP Proxy Settings

If your machine is located behind a proxy sertlee, AcunetixProxy server settingsust be
configured for the scanner to connect to the target application

Navigateto the Configuration :8@n Settings> LAN Settings node to access the HTTP Proxy and
SOCKS proxy settings page shown in the above screenshot.

HTTP Proxgettings

Use an HTTP proxy serverfick the check box toonfigureAcunetixWeb Vulnerability
Scanneto usea HTTRroxy sever.

Hostname and Port Hostname (or IP address) and port number of the HTTP proxy
server.

Username and PasswordCredentials used to access the proxy. If no authentication is
required, leave these options empty.

SOCKS Proxy Settings

Use a SOCKS proxynger - Tick the check box toconfigureAcunetixWeb Vulnerability
Scanneto usea SOCK@oxy server.
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Hostname and Port Hostname (or IP address) and port number for the SOCKS proxy
server.

Protocol- Select which SOCKS protocol to uBeth Socks v4 of5 protocols are
supported by Acuneti¥Veb Vulnerability Scanner

Username and Passwordlhe credentials used to access this proxy. If no
authentication is required, leave these options empty.

Upgrading froma previous version oAcunetixWeb Vulnerabiity Scanner

It is recommended that you backup your settings before proceeding with the upaisagder
http://www.acunetix.com/blog/docs/backugacunetixsettingscustomizations/

Perform the following to upgrada previousversionof Acunetix Web/ulnerabilityScanneto the
latest version

1. Closeall instances oAcunetix Web Vulnerability Scanner (and related utilities such as the
Reporter)

2. Optionally backup the LogBequencesf you would like to use these in the newer
version Depending on the versionhése can be copied from 4@rogram Files
(x86) AcunetixWeb Vulnerability ScannétDataGeneral[ 2 3 A ¥ { S ljfatz&sionTa Q b
or older or <GUser§Publid Docunments\Acunetix WVS\XoginSequences> for newer
versions.

3. Optionally backupreporting Database if you would likeuse itin the newer versionlf you
are using an Access Database, the default location of the databa$8 Bregram Files
(x86) AcunetixWeb Vulnerability Scannef\ Data Databas&vulnscanresults.mdb

4. From the Acunetix Web Vulnerability Scanner Program Group, select to uninstall the
product.

Install thenewer version ofAcunetix Web Vulnerability Scanner.

To restore the Login Sequences, copy files backed up in (2) to
<CiUsersPublidDocumentsAcunetix WV LoginSequences>

7. If upgrading from version 7hé Reporting database needs to be updated before it can be
used ina newerversion. This can be done using the Reporting Database Upgraldetiich
can be downloaded from
http://www.acunetix.com/download/tools/ConvertWVSDatabase.#poceed as follows:

a. If you are usin@n SQLdatabase select MS SQL Server, anésfy the Server,
credentials and Database which needs to be upgraded and click on the Convert
button. Then configuréhe new version oAcunetix Web Vulnerability Scanner to
use the upgraded database.
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http://www.acunetix.com/download/tools/ConvertWVSDatabase.zip

Convert WVS Database x|

— Databaze Support

Databaze type : | MS Access j

Specify the M5 Access databaze path.

Databaze: I:u Wulherability Scanner ?\Data\General'\LoginSequences'ﬂ =

Conert | LCancel |

Screensho23 - UpgradeReporting Database
b. If you are using aAccess databaseselect MS Access, and select the database
backed up in (3), and click on the Convert button. Once ready, copy the upgraded
database to <€ProgramDat®Acunetix WVS
X\ Datd Databasg&vulnscanresults.mdb
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4. Scanninga Website
NOTE: DO NOT SCAN A WEBSITE WITHOUT PROPERZUITGIIRI

The web server logs will shomur IP addresand all theattacks made by Acunetix &g
Vulnerability Scanneif you are not the sole administrator of the website please ensikre to warn
other administrators before performing a sceBome scans might cause a website to cyestuiring
a restart of the website.

To scan a website, you first need to perform the followsteps

Step 1:Select Target) to Scan

1. Click orFile >New > New Website Scan to start the Scan Wizardlickthe New Scan
button on the topleft hand of the Acuneti¥Veb Vulnerability Scannenenu bar
x|

Scan Type Scan Type
Select whether paou want to scan a single website or analyze the iesults of a previous crawl,

— Scan bype

Finish

] Here you can scan a single website. In case you want ta zcan a single web application and nat the
whale site you can enter the full path below. The application supports HTTF and HTTPS websites.

(* Scan single website

‘wiebsite URL: | j
= If pou saved the site structure using the site crawler bool you can use the saved results here. The
(¥ zoan will load this data from the file instead of crawling the site again.
" Sean using saved crawling results
Filename: ﬂ =

ful IF you want to szan a list of websites, uze the Acunetiz 5cheduler.
‘Y'ou can access the scheduler interface by clicking the link below.

UCUnetix http:lacalhost 8181/

< Back | Hexst > I Cancel

Screensho?4 ¢ Scan Wizard Select Sciype

2. Specify thescan options:

1 Scan single websiteEnterthe URLof the target website e.g.
http://testphp.vulnweb.com.

9 Scan using saved crawling resulisyou previously performed a crawl on a
website you canuse the saved results launch a scan instead of having to
crawl the website again.

Note: TheAcunetixWeb Vulnerability ScanneBchedulercan be used to scan multiple
websites at the same time since it launches an instance of AcuvetixVulnerability
Scanneper each simuéneous scan. You can read more about the Acuaho
Vulnerability Scannescheduleiin page72 of this manual.

3. ClickNextto continue.
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Step 2 SpecifyScanning ProfileScan Setting$emplateand CrawlingOptions

Screensho@5 ¢ Scanning Profile and Scan Settiteyaplate

Scanning Profile

TheScanning Profileill determine which tests are to Haunched againghe targetwebsite. For
example, if you only wartb test your website(s) for SQL injection, select pinefile sql_injection
No additional tests W be performed.The Default scanning profile will test your websitedtir
known web vulnerabilies. Refer to the'8canning Profilésection on pag&0 for more information
on how to customizer create scanning profiles

ScanSettingstemplate

The Scan Settings templatgll determine whatCrawlerand Scannesettings argo be used during
ascanRSFSNJ (12 (0 KSempldted) ya S{CRIA{iBDfgr I&ye infdimAtidn on how to
customize or create new Scan Settibgsiplates

Save sanResults

If you want to automatically sathe scan results to the reporting database, enableShge scan
results to the database for report generatiooption. You can read more about the Acunetix
Reporterin page45 of this user manual

Crawling Options

Tick the optiorAfter crawling let me choose which files to sc#ryou would like to select / deselect
files from the automatedvebsitesecurity scan, instead of scanning the whole website.

Tick the optiorDefine list of URLSs to be pressed by crawler at staiif you would likea specific
URLto be crawled before any othefnot available if using saved crawling results)
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