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1. Introduction to Acunetix Web Vulnerability Scanner

Why You Need To Secure Your Web Applications

Website security is today's most overlooked aspect of securing the enterprise and should be a
priority in any organization.

Increasingly, hackers are concentrating their efforts on web-based applications — shopping carts,
forms, login pages, dynamic content, etc. Accessible 24/7 from anywhere in the world, insecure web
applications provide easy access to backend corporate databases and also allow hackers to perform
illegal activities using the attacked sites. A victim’s website can be used to launch criminal activities
such as hosting phishing sites or to transfer illicit content, while abusing the website’s bandwidth
and making its owner liable for these unlawful acts.

Hackers already have a wide repertoire of attacks that they regularly launch against organizations
including SQL Injection, Cross Site Scripting, Directory Traversal Attacks, Parameter Manipulation
(e.g., URL, Cookie, HTTP headers, web forms), Authentication Attacks, Directory Enumeration and
other exploits. Moreover, the hacker community is very close-knit; newly discovered web application
intrusions are posted on a number of forums and websites known only to members of that exclusive
group. These are called Zero Day exploits. Postings are updated daily and are used to propagate and
facilitate further hacking.

Web applications — shopping carts, forms, login pages, dynamic content, and other bespoke
applications — are designed to allow your website visitors to retrieve and submit dynamic content
including varying levels of personal and sensitive data.

If these web applications are not secure, then your entire database of sensitive information is at
serious risk. A Gartner Group study reveals that 75% of cyber-attacks are done at the web
application level.

Why are web applications vulnerable?

e Websites and web applications are easily available via the internet 24 hours a day, 7
days a week to customers, employees, suppliers and therefore also hackers.

e Firewalls and SSL provide no protection against web application hacking, simply
because access to the website has to be made public.

e Web applications often have direct access to backend data such as customer
databases.

e Most web applications are custom-made and, therefore, involve a lesser degree of
testing than off-the-shelf software. Consequently, custom applications are more
susceptible to attack.

e Various high-profile hacking attacks have proven that web application security
remains the most critical. If your web applications are compromised, hackers will
have complete access to your backend data even though your firewall is configured
correctly and your operating system and applications are patched repeatedly.

Network security defense provides no protection against web application attacks since these are
launched on port 80 which has to remain open to allow regular operation of the business. It is
therefore imperative that you regularly and consistently audit your web applications for exploitable
vulnerabilities.
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The need for automated web application security scanning

Manual vulnerability auditing of all your web applications is complex and time-consuming, since it
generally involves processing a large volume of data. It also demands a high-level of expertise and
the ability to keep track of considerable volumes of code used in a web application. In addition,
hackers are constantly finding new ways to exploit your web application, which would mean that
you have to constantly monitor the security communities, and find new vulnerabilities in your web
application code before hackers discover them.

Automated vulnerability scanning allows you to focus on the already challenging task of building a
web application. An automated web application scanner is always on the lookout for new attack
paths that hackers can use to access your web application or the data behind it.

Within minutes, an automated web application scanner can scan your web application, identify all
the files accessible from the internet and simulate hacker activity in order to identify vulnerable
components.

In addition, an automated vulnerability scanner can also be used to assess the code which makes up
a web application, allowing it to identify potential vulnerabilities which might not be obvious from
the internet, but still exist in the web application, and can thus still be exploited.

Acunetix Web Vulnerability Scanner

Acunetix Web Vulnerability Scanner is an automated web application security testing tool that audits
your web applications by checking for vulnerabilities like SQL Injections, Cross site scripting and
other exploitable vulnerabilities. In general, Acunetix Web Vulnerability Scanner scans any website
or web application that is accessible via a web browser and uses the HTTP/HTTPS protocol.

Acunetix Web Vulnerability Scanner offers a strong and unique solution for analyzing off-the-shelf
and custom web applications including those utilizing JavaScript, AJAX and Web 2.0 web
applications. Acunetix has an advanced crawler that can find almost any file. This is important since
what is not found cannot be checked.

How Acunetix Web Vulnerability Scanner Works

Acunetix Web Vulnerability Scanner works in the following manner:

1. The Crawler analyzes the entire website by following all the links on the site and in the
robots.txt file and sitemap.xml (if available). Web Vulnerability Scanner will then map out
the website structure and display detailed information about every file.

i HTTF Result | Inputz | Title Content Type

=8 = Ok (200) Home of Acune...  text/himl

B @ idea Ok (200) Index of /.idea text/hml
" (&3 admin Ol (200) Index of fadmin text/himl
" @B AAx Ok (200) ajax test texct/himl
" (& Connections Ok (200) Index of [Conn...  text/himl
“ I5 Cvs Ol (200) Index of /CVS textfhiml
-- |5 Flash Ok (200) Index of [Flash text/himl
" & hep Ok (200} 1 HTTP Paramete... text/himl

|55 icons Mot Found. .. text/himl

Screenshot 1 - Crawler Results

2. If Acunetix AcuSensor Technology is enabled, the sensor will retrieve a listing of all the files
present in the web application directory and add the files not found by the crawler to the
crawler output. Such files usually are not discovered by the crawler as they are not
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accessible from the web server, or not linked through the website. Acunetix AcuSensor also
analyses files which are not accessible from the internet, such as web.config.

3. After the crawling process, Web Vulnerability Scanner automatically launches a series of
vulnerability checks on each page found, in essence emulating a hacker. Also, Acunetix Web
Vulnerability Scanner analyses each page for places where it can input data, and
subsequently attempts all the different input combinations. This is the Automated Scan
Stage. If the AcuSensor Technology is enabled, a series of additional vulnerability checks are
launched against the website. More information about AcuSensor is provided in the
following section.

As vulnerabilities are found, Acunetix Web Vulnerability Scanner reports these in the ‘Alerts’
node.

Sean Results M acunetix WEB APPLICATION SECURITY =
[ ¢ Scan Thread 1 ( http: {ftestphp.vulnweb. cor +

=t [illy Web Alerts (185)

: 1} Blind 50L Injection {15)
@ CRLF injection/HTTF response splitti
~ @ Cross Site Seripting (verified) (26) Vulnerability description
- @ Directory Traversal {verified) (3)

- @ HTTP Parameter Pollution (2)
- @ Macromedia Dreamweaver Remote [

Blind SQL Injection HIGH

This script is possibly vulnerable to SQL Injection attacks.

30L injection is a vulnerability that allows an attacker to alter backend

- @ PHP allow_ur|_fopen enabled (1) 5QL statements by manipulating the user input An SQL injection
- @ Script source code disdosure (1) occurs when web applications accept user input that is directly placed
- @ 50U injection (verified) (26) into a SQL statement and doesnmt properly filter out dangerous

- @ Weak Password (1) characters.

+ &) Application error message (&) This is one of the most common application layer attacks currently

- ) Badkup files (2) being used on the Internet. Despite the fact that it is relatively easy to
- () Directory Listing (14) protect against, there is a large number of web applications vulnerable.
. @B Errar mogozna an nana (9 _I' -
1 | | N Affected items LI

Screenshot 2- Scan Results

Each alert contains information about the vulnerability such as POST variable name, affected
item, http response of the server and more.

4. If AcuSensor Technology is used details such as source code line number, stack trace or
affected SQL query which lead to the vulnerability are listed. Recommendations on how to
fix the vulnerability are also shown.

5. Inaddition, a port scan is launched against the web server hosting the website. If open ports
are found, Acunetix Web Vulnerability Scanner will perform a range of network security
checks against the network service running on the open port. If open ports are found, they
will be reported in the ‘Port Scanner’ node. The list of open ports contains information such
as the banner returned from the port and if a security test failed.

6. After a scan has been completed, the scan results can be saved to file for later analysis and
for comparison to previous scans. Using the Acunetix reporter a professional report can be
created summarizing the scan.

Acunetix AcuSensor Technology

Acunetix’ unique AcuSensor Technology allows you to identify more vulnerabilities than other Web
Application Scanners, whilst generating less false positives. Acunetix AcuSensor indicates exactly
where in your code the vulnerability is and reports additional debug information which is handy.
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[2) Acunetix Web Vulnerability Scanner (Consultant Edition) —[of x|
© Fle Actons Toos Configuraton Help
Pnensean |[[B 3 P A UER S E|ee |86 2[5 E
Tools Explorer [ 2| & | b 23| i Report | 2 | sttt ep: estprp. winweb comiso/ =] profie: [pefauit =] Bser
= ".l;w:::::‘r“‘: Seme SoaRenls [Sialus T Vuinerabilty details |
= @] Scan Thread 1 (http:/testohp.vuinweb.com:30/ ) Finished (114alerts) =
& Tools Source file: Varwwwivhosts/defaulthtdocs/artists.php
3 Ste Crander il vieb Alerts (119
30 Tarcet Fnder Apache Mod_Renrite Off-8y-One Buffer Overfiow V... Additional details:
&4 subdomain Scanmer Bind SQL Injection (3)
) Bind SQL Injector CRLF injectonHTTP response spittng (A5) (1) SOL query: SELECT * FROM artists WHERE artist_id=1ACUSTRRT\'\"NwKLSACUEND

= HITP Editor
-4 HTTP Sniffer

"mysql_query” was called.
Remote Database Saipts.
PHP HTML Entity Encoder Heap Overfiow Vulnerabilt
PHP version oder then 5.2.1.(1)

‘The impact of this vulnerability
T Compare Results

o @ 4P version lder than 5.2.3 (1) An altacker may execute arbitrary SQL statements on the vuinerable system. This may compromise
& Web Services the integrity of your database andlor expose sensitive information
&) Web Services Scamner @ PHP version older than 5.2.5 (1)
4™ Web Services Editor © FHP version older than 5.2.6 (1) Depending on the back-end database in use, SQL injection vulnerabilities lead to varying levels of
& Configuration @ PHP Zend_Hash_Del_Key_Or_Index vinerabiity (1) datalsystem access forthe attacker. It may be possible to not only manipulate existing queries, but to
%) Applcation Setings © 50 injection (85) (3) UNION in arbilrary data, use subselects, or append additional queries. In some cases, it may be
|9] scan Settings [ fartsts.oho (1) possible to read in or write outto files, or to execute shell commands on the underlying operating
9] scanming Profiles system

Er @ artst (1)

= General
@ Program Updates
115 Version Information

Certain SQL Servers such as Microsoft SOL Server contain stored and extended procedures
(database server functions). f an attacker can obtain access to these procedures it may be possiole

2 Ucensing 10 compromise the entire machine.
] Support Center ider than 2.0.61 (1) Attack details
&) Purchase ider than 2.0.63 (1)
48] User Manual (him)) © Apache httod Remote Deril of ervice (1) URL encoded GET input artist was setto 1ACUSTART"NwKLIACUEND
8] user Manal () 3 ::;\E::u‘z:gfr message (3) 2 View HTTP headers
@ Error message on page (6) Request
© HTML Form found n rediect page (1)
© PHPifo page found () GET Jartists.phpartist=1ACUSTARTE27322NKLOACUEND HTTR/1.1
© Source ot doloowre (0 Acunetix-Aspect-Password: 082119£75623eb7abdTbr357638166C
Acunetix-Aspect: easbled
@ ridden form input named price was found (2) Cookie: loginstestack/testack; myesckies3
@ User aredentils are sent in dear text (2) Host: testphp.velmveb.com
@ sroken inks () Connection: Keep-alive
- Accept-Encoding: gzip, deflate
TUser-Agenc: Mozille/d.0 (compatible; MSIE 8.0; Windows NT 6.0)
Accept: */*
@ GHDB: Generic MySQL error message (3)
@ GHDB: phvinfod (1) Jid| =
ed scal
(Octaber 19 16:22.06, Saving scan results to database ...
(October 19 16:22. 10, Done saving to database.
(October 19 16:22. 11, Flush fie buffers 5
{ApplicationiLog [Error Log
Ready [ [

Screenshot 3 - AcuSensor pin-points vulnerabilities in code

The increased accuracy, available for PHP and .NET web applications, is achieved by combining black
box scanning techniques with feedback from sensors placed inside the source code. Black box
scanning does not know how the application reacts and source code analyzers do not understand
how the application will behave while it is being attacked. AcuSensor technology combines both
techniques to achieve significantly better results than using source code analyzers and black box
scanning independently.

The AcuSensor sensors can be inserted in the .NET and PHP code transparently. The .NET source
code is not required; the sensors can be injected in already compiled .NET applications! Thus there is
no need to install a compiler or obtain the web applications’ source code, which is a big advantage
when using a third party .NET application. In case of PHP web applications, the source is readily
available.

To date, Acunetix is the only Web Vulnerability Scanner to implement this technology.

Advantages of using AcuSensor Technology

e Ability to provide more information about the vulnerability, such as source code line
number, stack trace, affected SQL query.

e Allows you to locate and fix the vulnerability faster because of the ability to provide
more information about the vulnerability, such as source code line number, stack
trace, affected SQL query, etc.

e Significantly reduces false positives when scanning a website because it understands
the behavior of the web application better.

e Alerts you of web application configuration problems which can result in a
vulnerable application or expose sensitive information. E.g. If ‘custom errors’ are
enabled in .NET, this could expose sensitive application details to a malicious user.

e Advises you how to better secure your web server settings, e.g. if write access is
enabled on the web server.
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e Detects more SQL injection vulnerabilities. Previously SQL injection vulnerabilities
could only be found if database errors were reported, whereas now the source code
can be analyzed for improve detection

e Ability to detect SQL Injection vulnerabilities in all SQL statements, including in SQL
INSERT statements. Using a black box scanner such SQL injection vulnerabilities
cannot be found. This significantly increases the ability for Acunetix Web
Vulnerability Scanner to find vulnerabilities.

e Discovers all the files present and accessible through the web server. If an attacker
gains access to the website and creates a backdoor file in the application directory,
the file is found and scanned when using the AcuSensor Technology and you will be
alerted.

o AcuSensor Technology is able to intercept all web application inputs and build a
comprehensive list with all possible inputs in the website and test them.

e No need to write URL rewrite rules when scanning web applications which use
search engine friendly URL’s! Using the AcuSensor Technology the scanner is able to
rewrite SEO URL’s on the fly.

e Ability to test for arbitrary file creation and deletion vulnerabilities. E.g. Through a
vulnerable script a malicious user can create a file in the web application directory
and execute it to have privileged access, or delete sensitive web application files.

e Ability to test for email injection. E.g. A malicious user may append additional
information such as a list or recipients or additional information to the message
body to a vulnerable web form, to spam a large number of recipients anonymously.




MNHacunetix

2. Acunetix Web Vulnerability Scanner Program Overview

Acunetix Web Vulnerability Scanner

Acunetix Web Vulnerability Scanner is a suite of tools that allows you to secure your website in the
most efficient manner. It consists of the following components:

&) Acunetix Web Vulnerability Scanner (Consultant Edition)
I File Tools Configuration Help

I JNewsan | 1€ 3 0 2
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Tools Explorer
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~(3) Blind 5QL Injector
1= HTTP Editor
-4 HTTP Sniffer
+4i2 | HTTP Fuzzer
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-7 Compare Results
B Web Services
&) Web Services Scanner
-7 Web Services Editor
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%) Application Settings
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a Program Updates
[10] Version Information
&P Licensing
:Ej Support Center
@) Purchase
&) User Manual (html)
&) User Manual (pdf)
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M acunetix WEB APPLICATION SECURITY

Acunetix Web Vulnerability Scanner

[}_l Web Scanner Performs automatic security auditing for web applications

= Tools Security tools that contribute to the auditing process.

= Web Services Tools for auditing web services.

= Configuration Configuration of the application or the scanning profiles

= General Used to perform application updates, check version information and licensing, techical support and purchasing information

Common Tasks

L] Mew Scan Start a new website scan

5§ Sample Scan Load the results from a sample scan session.
#7| New WS Scan Start a new web service scan.

il Reporer Start the reporter tool

3 Scheduler Start the scheduler

& AcuSensor Go to AcuSensor configuration page.

Acunetix Web Application Security Blog

Acunetix to Be Exhibited at Globaltech 2011

VIDEQ: How Cross-Site Scripting (XS5) Works

Improving Web Security by Working With What You've Got

Acunetix Web Vulnerability Scanner Wersion 7 build 20111005 released
Explaining the “why” of Web application security

Acunetix WS v8,0 Build 20111017

3 Acunetix Led @ 2011 All rights reserved.
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Screenshot 4 - Acunetix Web Vulnerability Scanner

Web Scanner

The Web Scanner launches an automatic security audit of a website. A website security scan typically

consists of two
1.

phases:

Crawling — the Crawler automatically analyzes and crawls the website and builds a site

structure. The crawling process enumerates all files and is vital to ensure that all the files on
your website are scanned.

Scanning — Acunetix Web Vulnerability Scanner launches a series of web vulnerability checks

against each file in your web application —in effect, emulating a hacker.

The results of a scan are displayed in the Alert Node tree and include comprehensive details on all
the vulnerabilities found within the website.

AcuSensor Technology Agent

Acunetix AcuSensor Technology is a unique technology that allows you to identify more
vulnerabilities than a traditional black box web security scanner, and is designed to further reduce
false positives. Additionally, it also indicates the code where the vulnerability was found. This
increased accuracy is achieved by combining black box scanning techniques with dynamic code
analysis whilst the source code is being executed. For Acunetix AcuSensor to work, an agent must be
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installed on your website to enable communication between Acunetix Web Vulnerability Scanner
and AcuSensor. Acunetix AcuSensor can be used with PHP and .NET web applications.

Port Scanner
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Screenshot 5- Port Scanning

The Port Scanner performs a port scan against the web server hosting the scanned website. When
open ports are found, Acunetix Web Vulnerability Scanner will perform network level security checks
against the network service running on that port, such as DNS Open Recursion tests, badly
configured proxy server tests, weak SNMP community strings, and many other network level
security checks.

You can also write your own network services security checks using the script engine. A scripting
reference is available from the following URL: http://www.acunetix.com/vulnerability-
scanner/scriptingreference/index.html

~
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Target Finder
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Screenshot 6- Target Finder

The Target Finder is a scanner that allows you to locate web servers (generally on ports 80, 443)
within a given range of IP addresses. If a web server is found, the scanner will also display the
response header of the server and the web server software. The port numbers to scan are
configurable.

More information about the target finder can be found here:
http://www.acunetix.com/blog/docs/target-finder/
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Subdomain Scanner

m Acunetix Web Vulnerability Scanner (Consultant Edition)
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Screenshot 7 - Subdomain Scanner

Using various techniques, the Subdomain scanner allows fast and easy identification of active sub

domains of a top-level domain. The Subdomain Scanner can be configured to use the target’s DNS
server or any other DNS server specified by the user.

More information about the Subdomain scanner can be found here:
http://www.acunetix.com/blog/docs/subdomain-scanner/
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Blind SQL Injector

_
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Screenshot 8 - Blind SQL Injector

Ideal for penetration testers, the Blind SQL injector is an automated database data extraction tool
with which you can make manual tests to further analyze SQL injections reported during a scan. The
tool makes use of Blind SQL Injection techniques to enumerate databases, tables, dump data and
also read specific files on the file system of the web server if an exploitable SQL injection is
discovered.

With the Blind SQL Injector tool you can also run manual tests to check for different variants of SQL
injection. Using this tool, you can also run custom SQL ‘Select’ queries against the database.

More information about the blind SQL injector can be found here:
http://www.acunetix.com/blog/docs/blind-sql-injector-tool/
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HTTP Editor
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Screenshot 9 - HTTP Editor

The HTTP Editor allows you to create, analyze, and edit client HTTP requests and server responses. .
It also includes an encoding and decoding tool to encode / decode text and URL’s to MD5 hashes,
UTF-7 formats and many other formats.

You can start the HTTP Editor from the ‘Tools’ node within the Tools Explorer. The Top pane in the
HTTP editor displays the HTTP request data and headers. The bottom pane displays the HTTP
response headers data.

More information about the HTTP editor can be found here:
http://www.acunetix.com/blog/docs/http-editor/
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Screenshot 10 - HTTP Sniffer

The HTTP Sniffer acts as a proxy and allows you to capture, examine and modify HTTP traffic
between an HTTP client and a web server. You can also enable, add or edit traps to capture traffic
before it is sent to the web server or back to the web client. This tool is useful to:

Analyze how Session IDs are stored and how inputs are sent to the server.
Alter any HTTP requests being sent back to the server before they get sent.

Manual crawling; navigate through parts of the website which cannot be crawled
automatically, and import the results into the scanner to include them in the
automated scan.

For http requests to pass through Acunetix Web Vulnerability Scanner, Acunetix Web Vulnerability
Scanner must be configured as a proxy in your web browser. You can read more about the HTTP
Sniffer and it’s configuration in chapter 7 of this manual.

12
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HTTP Fuzzer
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Screenshot 11- HTTP Fuzzer

The HTTP Fuzzer enables you to launch a series of sophisticated fuzzing tests to audit the web
application’s handling of invalid and unexpected random data. The HTTP Fuzzer also allows you to
easily create input rules for further testing in Acunetix Web Vulnerability Scanner.

An example would be the following URL: http://testphp.acunetix.com/listproducts.php?cat=1

Using the HTTP Fuzzer you can create a rule that would automatically replace the last part of the URL
‘1’ with numbers between 1 and 999. Only valid results will be reported. This degree of automation
allows you to quickly test the results of a 1000 queries without having to perform them one by one.

More information about the HTTP Fuzzer can be found here:
http://www.acunetix.com/blog/docs/http-fuzzer-tool/

Authentication Tester

Target URL to test: |I'dtp:_-"_-"test:hp.'v'ulnweb.cnm_-"login.php j ] stop
Authentication method: Web form based ﬂ Select user/password form fields to use:  ~ Select...

Logon has failed if: |Resu|t contains ﬂ |‘;0u must login ﬂ

Username dictionary path: |C: \ProgramDatalacunetix WVS 8\Data\General\userlist. bt ﬂ
Password dictionary path: |C: \ProgramData\Acunetix WVS 8\Data\General\passlist. txt ﬂ

Valid Combinations
a http: ftestphp. vulnweb. comflogin. php with username "test”™ and password "test”™

Screenshot 12 - Authentication Tester

With the Authentication Tester you can perform a dictionary attack against login pages that use both
HTTP (NTLM v1, NTLM v2, digest) or form based authentication. This tool uses two predefined text
files (dictionaries) containing a list of common usernames and passwords. You can add your own
combinations to these text files.

More information about the Authentication tester can be found here:
http://www.acunetix.com/blog/docs/authentication-tester/
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Web Services Scanner and Web Services Editor
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Screenshot 13 - Web Services Scanner

The Web Services Scanner allows you to launch automated vulnerability scans against WSDL based
Web Services. Web Services are commonly used for to exchange data, and generally vulnerabilities
in Web Services can easy be used to leak sensitive information.

The Web Services Editor allows you to import an online or local WSDL for custom editing and
execution of various web service operations over different port types for an in depth analysis of
WSDL requests and responses. The editor also features syntax highlighting for all languages to easily
edit SOAP headers and customize your own manual attacks.

Acunetix Web Vulnerability Scanner SDK
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Screenshot 14 — Web Vulnerability Scanner Scripting tool

The Acunetix Web Vulnerability Scanner Scripting tool allows you to create new custom web
vulnerability checks. These checks must be written in JavaScript and require installation of the SDK.
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You can read more about writing custom web security checks from the following URL:
http://www.acunetix.com/blog/docs/creating-vulnerability-checks/

You can download the scripting SDK from:
http://www.acunetix.com/download/tools/Acunetix_SDK.zip

Reporter

The Reporter allows you to generate reports of scan results in a printable format. Various report
templates are available, including summary, detailed reports and compliance reporting. The
Consultant Version of Acunetix Web Vulnerability Scanner allows customization of the generated
report.
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Screenshot 15 - Typical Report including Chart of alerts

New in Acunetix Web Vulnerability Scanner Version 8

e New test method: Manipulation of input parameters from URLs. More information
at http://www.acunetix.com/blog/web-security-zone/web-vulnerabilities-path-
fragments/

e Automatic IIS 7 rewrite rule interpretation
e Support for custom HTTP headers
e Imperva Web Application Firewall integration

e Detection of new vulnerability class: HTTP Parameter Pollution. More information at
http://www.acunetix.com/blog/whitepaper-http-parameter-pollution/

e Support for multiple instances of Acunetix Web Vulnerability Scanner on the same
workstation

e Web-based scheduler for easy access of scan results on any workstation, laptop, or
smartphone

e Automatic custom 404 error page recognition and detection

e Scan Settings Templates
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e Simplified Scan Wizard

e Smart memory management options
e Real-time Crawler status update
e Scan termination status included in report

e  Web application coverage report, which shows the list of files detected during the
scan at the end of the Developer Report.

e Log file retention settings

Acunetix Blog and Support Page

Acunetix publishes a number of web security and Acunetix ‘how to’ technical documents on the
Acunetix Web Application Security Blog; http://www.acunetix.com/blog.

You can also find a number of support related documents, such as FAQ's in the Acunetix Web
Vulnerability Scanner support page; http://www.acunetix.com/support.

Licensing Acunetix Web Vulnerability Scanner

Acunetix Web Vulnerability Scanner is available in 5 editions: Small Business, Enterprise, Enterprise
x10 instances, Consultant and Consultant x10 instances. Ordering and pricing information can be
found here:

http://www.acunetix.com/ordering/pricing.htm

Perpetual or Time Based Licenses

Acunetix Web Vulnerability Scanner Enterprise and Consultant editions are sold as a one-year or
perpetual license. The 1-year license expires after 1 year from the date of activation. The perpetual
license does not expire. The Small Business version is available as a perpetual license only.

If you purchase the perpetual license, you must buy a maintenance agreement to get free support
and upgrades beyond the first month after purchase. The maintenance agreement entitles you to
free version upgrades and support for the duration of the agreement.

Support and version upgrades are included in the price of the 1-year license.

Small Business Edition 1 Site/Server

The Small Business edition license allows you to install one copy of Acunetix Web Vulnerability
Scanner on one computer, and scan one nominated site; this site must be owned by yourself (or
your company) and not by third parties. Acunetix Small Business edition will leave a trail in the log
files of the scanned server and scanning of third party sites is prohibited by the license agreement.
Additional licenses are required for separate installs onto different workstations.

Enterprise Edition Unlimited Sites/Servers

The Enterprise edition license allows you to install one copy of Acunetix Web Vulnerability Scanner
on one computer to scan an unlimited number of sites or servers. The sites or servers must be
owned by yourself (or your company) and not by third parties. Acunetix Enterprise edition will leave
a trail in the log files of the scanned server and scanning of third party sites is prohibited by the
license agreement. Additional licenses are required for separate installs onto different workstations.
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Enterprise Edition Unlimited Sites/Servers x10 instances

The ONLY difference between the Enterprise Edition and the Enterprise Edition x10 instances is that
this edition of the Acunetix Web Vulnerability Scanner Enterprise allows you to run up to 10
instances of Acunetix Web Vulnerability Scanner on the same computer giving you the ability to scan
up to 10 websites simultaneously.

Consultant Edition

The Consultant edition license allows you to install one copy of Acunetix on one computer to scan an
unlimited number of sites or servers including 3" party sites, provided that you have obtained
permission from the respective site owners. This is the correct edition to use if you are a consultant
who provides web security testing services, hosting provider or ISP. The consultant edition also
includes the capability of modifying the reports to include your own company logo. This edition does
not leave any trail in the log files of the scanned server. Additional licenses are required for separate
installs onto different workstations.

Consultant Edition x10 instances

The ONLY difference between the Consultant Edition and the Consultant Edition x10 instances is that
this edition of the Acunetix Web Vulnerability Scanner Consultant allows you to run up to 10
instances of Acunetix Web Vulnerability Scanner on the same computer giving you the ability to scan
up to 10 websites simultaneously.

Limitations of Trial Version

The trial version of Acunetix Web Vulnerability Scanner — downloadable from the Acunetix website —
is practically identical to the full version in functionality and features, but contains the following
limitations:

e When scanning your website, all the Web Alerts will be reported. However you will
not be able to drill down and find where the vulnerability is found in your website.

e Reports cannot be generated. Scan results will not be stored in the Reports
database.

e Full scans (including detailed information on the vulnerabilities discovered) can be
made against the following Acunetix test web sites:

o http://testphp.vulnweb.com
o http://testasp.vulnweb.com
o http://testaspnet.vulnweb.com
e The Scan Scheduler is not available.
e The Vulnerability Editor Tool is not included in the trial version.

If you decide to purchase Acunetix Web Vulnerability Scanner, you will need to un-install the
evaluation edition and install the purchased edition, which must be downloaded as a separate
installer file. Download the installer file using the link provided by our sales team, and double-click to
begin the setup. You will be prompted to remove the evaluation version and install the full edition.
All settings from the previously installed version will be retained.

Once the installation is complete you will be prompted to enter the License key.
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3. Installing Acunetix Web Vulnerability Scanner

Minimum System Requirements
e Operating system: Microsoft Windows XP and later
e CPU: 32 bit or 64 bit processor
e  System memory: minimum of 2 GB RAM
e Storage: 200 MB of available hard-disk space

e Microsoft Internet Explorer 7 (or later) — some components of Internet Explorer are
used by Acunetix

e Optional: Microsoft SQL Server — for the reporting database. By default a Microsoft
Access database is used - Microsoft Access is not required

Installing Acunetix Web Vulnerability Scanner

1. Download the latest version of Acunetix Web Vulnerability Scanner from the download
location provided to you when you purchased the license.

2. Double click the webvulnscan8.exe file to launch the Acunetix Web Vulnerability Scanner
installation wizard and click Next when prompted.

3. Review and approve the License Agreement
4. Select the folder location where Acunetix Web Vulnerability Scanner will be installed.

5. Further install options — such as the Acunetix Firefox toolbar and desktop shortcut — can be
enabled. The Acunetix Firefox toolbar can be used to instantly launch a security scan of the
web page you are browsing.

6. Click Install to start the installation. Setup will now copy all files and install the Acunetix Web
Vulnerability Scanner Scheduler service.

7. Click Finish when ready.

Installing the AcuSensor Agent

NOTE: Installing the AcuSensor Agent is optional. Acunetix Web Vulnerability Scanner still is best in
class as a “black box” scanner but the AcuSensor Agent improves accuracy and vulnerability results.

The unique Acunetix AcuSensor Technology identifies more vulnerabilities than a black box Web
Application Scanner while generating less false positives. In addition, it indicates exactly where
vulnerabilities are detected in your code and also reports debug information

Acunetix AcuSensor requires an agent to be installed on your website. This agent is generated
uniquely for your website for security reasons.
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Generating the AcuSensor files

AcuSensor Deployment
L From this node you can generate the files you need to deploy AcuSensor technology to a server

 Generate AcuSensor Installation Files

Password: | 1)

Qutput Folder:|C:‘n,Users‘n,DanieI‘n,Documents‘n,Acuneﬁx WYS B\AcuSensory

[¥ Generate PHP AcuSensor
[¥ Generate .MET Acusensor
[~ Copy password hash to dipboard

[~ Also set password in currently selected settings template

IJse the below button to generate the files you need to deploy AcuSensor to a server,

Generate AcuSensor Installation Files

Screenshot 16 — AcuSensor Deployment settings node

1. Navigate to the ‘Configuration > Application Settings’ node in the Tools Explorer. Click on the
‘AcuSensor Deployment’ node.

2. Enter a password or click on the padlock icon to randomly generate a password unique to
the AcuSensor file.

Specify the path where you want the AcuSensor files to be generated.
4. Select whether to generate files for a PHP website or a .NET website.

5. Select 'Also set password in currently selected settings template' to store the password
specified in the scan settings template.

6. Click on Generate AcuSensor Installation Files to generate the files.

7. Depending on if you are using a ASP .NET or a PHP website, use one of the following
procedures to install the AcuSensor files.
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Installing the AcuSensor agent for ASP .NET Websites

1. Install Prerequisites on the server hosting the website: The AcuSensor installer application

requires Microsoft .NET Framework 3.5.
Add Role Services

]I éq Select Role Services
be |

Select the role services to install for Web Server (T1S):
Confirmation Role services: Description:
Progress [T Oigest Authentication :l TIS 6 Metabase Compatibility provides

infrastructure to query and configure

Results L l Clent Certficate Mapping Authenticaton the metabase so%w?you can r:

[ ] 11S Client Certificate Mapping Authentication spplications and scripts migratedfrom

[ waL Authonzation earlier versions of IIS that use Admin
Request Fltering (Inst Base Object (ABO) or Active Directory

Service Interface (ADSI) APIs.

|| 1P and Domain Restrictions
=) || Performance (Instaled)

|| Dynamic Content Compression
= 1@ Management Tooks (Installed)
| ] 115 Management Scripts and Tools
[ ] Management Service
E |4]_115 6 Management Compativiity
[v]
| 1IS 6 WMI Compatibiity
[ ] 1S 6 Seripting Tools
[ ] 11S 6 Management Console
= [ FTP Publshing Service
[] FTP sarver
[] FTP Management Censole —

IMore about role services

Pravious " Next > I instsl I Cancel

Screenshot 17 - Enable 1IS 6 Metabase Compatibility on Windows 2008

On Windows 2008, you must also install 1IS 6 Metabase Compatibility from ‘Control Panel >
Turn Windows features On or Off > Roles > Web Server (1IS) > Management Tools > 1IS 6
Management Compatibility > 1IS 6 Metabase Compatibility’ to enable listing of all .NET
applications running on server.

2. Copy the AcuSensor installation files to the server hosting the .NET website.

aocu netix Acunetix WVS .NET AcuSensor Installer

Inistallation details

Installation directary : |C:\F'rogram Filez'AcunetizviouS ensor niector Lj

[V Create shortcut on Desktop
[V Create shortcut on Start Menu [Programs folder]

[v Start application after the installation is completed

Inztall | LCancel |
El

=

Screenshot 18 — Acunetix .NET AcuSensor Agent installation
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3. Double click Setup.exe to install the Acunetix .NET AcuSensor agent and specify the
installation path. The application will start automatically once the installation is ready. If
the application is not set to start automatically, click on Acunetix .NET AcuSensor
Technology Injector from the program group menu.

E Acunetix .NET AcuSensor Injector M=l E3

Select the applications you want to inject/unnect from the st bellow. Refresh |

EID }] acuforunm
i @[ acublog

o B0 B

&= [Foat)

Target Buntime | .MET Framework, wersion 2.0 j Inject Selected | Uninject Selected |

Screenshot 19 — Acunetix .NET AcuSensor Technology Agent

4. On start-up, the Acunetix .NET AcuSensor Technology Installer will retrieve a list of .NET
applications installed on your server. Select which applications you would like to inject with
AcuSensor Technology and select the Framework version from the drop down menu. Click
on Inject Selected to inject the AcuSensor Technology code in the selected .NET applications.
Once files are injected, close the confirmation window and also the AcuSensor Technology
Injector.

Note: The AcuSensor installer will try to automatically detect the .NET framework version used to
develop the web application so you do not have to manually specify which framework version was
used from the Target Runtime drop down menu.

Installing the AcuSensor agent for PHP websites

If your web application is written in PHP:

1. Locate the PHP AcuSensor file of the website you want to install AcuSensor on. Copy the
acu_phpaspect.php file to the remote webserver hosting the web application. The
AcuSensor agent file should be in a location where it can be accessed by the web server
software. Acunetix AcuSensor Technology works on websites using PHP version 5 and up.

2. There are 2 methods to install the AcuSensor agent, one method can be used for Apache
servers, and the other method can be used for both IIS and Apache servers.
Method 1: Apache .htaccess file

Create a .htaccess file in the website directory and add the following directive: php_value
auto_prepend_{file ‘[path to acu_phpaspect.php file]’.

Note: For Windows use ‘C:\sensor\acu_phpaspect.php’ and for Linux use
‘/Sensor/acu_phpaspect.php’ path declaration formats. If Apache does not execute .htaccess files, it
must be configured to do so. Refer to the following configuration guide: http://httpd.apache.org/
docs/2.0/howto/htaccess.html. The above directive can also be configured in the httpd.conf file.

Method 2: 1IS and Apache php.ini
1. Locate the file ‘php.ini’ on the server by using phpinfo() function.

21


http://httpd.apache.org/docs/2.0/howto/htaccess.html
http://httpd.apache.org/docs/2.0/howto/htaccess.html

m q C U n etix Acunetix Web Vulnerability Scanner

2. Search for the directive auto_prepend_file, and specify the path to the acu_phpaspect.php
file. If the directive does not exist, add it in the php.ini file: auto_prepend_file="[path to
acu_phpaspect.php file]”.

3. Save all changes and restart the web server for the above changes to take effect.

Testing your AcuSensor Agent
To test if the AcuSensor agent is working properly on the target website, do the following:

1. Inthe Tools Explorer, Navigate to ‘Configuration > Scan Settings’ node and select the
AcuSensor node.

2. Enter the password of the AcuSensor agent file which was copied to the target website.

3. Click Test AcuSensor installation on a Specific URL. A dialog will prompt you to submit the
URL of the target website where the AcuSensor Agent file is installed. Enter the desired URL
and click OK.

Changing the AcuSensor Password

If you need to change the password used by the AcuSensor agent on your website, you will need to
re-generate the AcuSensor Files and re-install them on your website.

Perform the following if you are using a .NET website:
1. Use the procedure in the next section to Disable and Uninstall the AcuSensor agent.
2. Proceed with installing the AcuSensor with the new password.

If you are using a PHP file, you will just need to overwrite the old acu_phpaspect.php with the one
with the new acu_phpaspect.php file.

Disabling and uninstalling AcuSensor

To uninstall and disable the sensor:

AcuSensor for ASP .NET websites
1. Browse to the installation directory where the AcuSensor Agent had been installed

2. Open AcuSensorinjector.exe.
2 Acunetix .NET AcuSensor Injector M=l E3

Select the applications pou want to inject/uninject from the list bellow, Befrezh |

E|D :‘J acuforurm
¢ E-[Ji= acublag

R () -c.bic

[ (Root)

Target Buntime  |.MET Framework wersion 2.0 j Inject Selected Uninject Selected

Screenshot 20 - Select website and click Uninject Selected

3. Select the website where the AcuSensor agent is installed and click on Uninject to remove
the AcuSensor Agent form the site.

4. Close AcuSensorlinjector.exe

5. From the same directory, double click uninstall.exe to uninstall the AcuSensor Agent files.
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Note: If you uninstall the Acunetix .NET AcuSensor Technology Injector without un-injecting the .NET
application, then the AcuSensor Technology code will not be removed from your .NET application.

AcuSensor for PHP

1. If using method 1 (.htaccess file), delete the directive: php_value auto_prepend_file="[path
to acu_phpaspect.php file]” from the .htaccess file configuration

2. If using method 2, delete the directive: auto_prepend_file="[path to acu_phpaspect.php
file]” from the php.ini file.

3. Delete the Acunetix AcuSensor PHP file: acu_phpaspect.php.
Note: Although the Acunetix AcuSensor agent requires authentication, uninstall / remove the

AcuSensor client files if they are no longer in use.

Configuring an HTTP Proxy or SOCKS proxy Server

[ Acunetix Web Vulnerability Scanner (Consultant Edition) o =] 3}

: Fle Actions Tools Configuration Help

I tewsen [[@ 3 P & B R - 8B |e B2 0]
TockBgloer 1 Template: [Default 0%
@] web vuinerability Scanner -—_ N .
& w v Sg Scanning Options LAN Settings
eb Scanner
C | Proxy settings for the scan.
EHE Tooks ]| Headers and Cookies
+ {3 Site Cranler ) Parameter Exclusions
i~ Target Finder 0B [~ HTTP Proxy

£ 12, Subdomain Scanner
+[) Blind SQL Injector

B Cenfiguration

i-[4] Application Settings
i+-|4) Scan Settings

£ Scanrning Profiles
(== General

+4 Program Updates
+-{10] Version Information
s P Licensing

{-{&] Support Center
{{&] Purchasz

i8] User Manual (htmi)
{-4&] User Manual {pdf)
i-(8 AcuSensor

[Activity Window

(3 Crawling options

) AcuSensor
@ Portscanner
| Custom 404

[V Use an HTTP proxy server

+-[} HTTP Editor (3 File Extension Filters Hostname: |191‘ 168.0.1
+-4& HTTP sniffer (3 Directory and Fie Filters
i HTTP Fuzzer 3 URL Rewrite Username: [acxyobert
- Authentication Tester T ——
%% Compare Results <] HTTP Options Passwwd‘|
[ Web Services [4] LAN Settings
1-4¢] Web Services Scanner | | (3 Custom Cookies [~ S0CKS Proxy
g™ Web Services Editor ] Input Fields [ Use a SOCKS proxy server

Hostname: [ 157.163.0.1

Protocol: [Socks4

Username: |

Passord:

1 Settings changed! Click Apply to save changes.

[Ready

Screenshot 21 - LAN HTTP Proxy Settings

If your machine is located behind a proxy server, the Acunetix Proxy server settings must be

configured for the scanner to connect to the target application.

Navigate to the Configuration > Scan Settings > LAN Settings node to access the HTTP Proxy and

SOCKS proxy settings page shown in the above screenshot.

HTTP Proxy Settings

Use an HTTP proxy server - Tick the check box to configure Acunetix Web Vulnerability
Scanner to use a HTTP proxy server.

Hostname and Port - Hostname (or IP address) and port number of the HTTP proxy

server.

Username and Password - Credentials used to access the proxy. If no authentication is

required, leave these options empty.

SOCKS Proxy Settings

Use a SOCKS proxy server - Tick the check box to configure Acunetix Web Vulnerability

Scanner to use a SOCKS proxy server.
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Hostname and Port - Hostname (or IP address) and port number for the SOCKS proxy
server.

Protocol - Select which SOCKS protocol to use. Both Socks v4 or v5 protocols are
supported by Acunetix Web Vulnerability Scanner.

Username and Password - The credentials used to access this proxy. If no
authentication is required, leave these options empty.

Upgrading from Acunetix Web Vulnerability Scanner 7
Perform the following to upgrade from Acunetix Web Vulnerability Scanner version 7 to version 8:

1. Close Acunetix Web Vulnerability Scanner version 7 (and related utilities such as the
Reporter)

2. Optionally backup the Login Sequences if you would like to use these in version 8. These can
be copied from <C:\Program Files (x86)\Acunetix\Web Vulnerability Scanner
7\Data\General\LoginSequences’>

3. Optionally backup Reporting Database if you would like to use it in version 8. If you are using
an Access Database, the default location of the database is < C:\Program Files
(x86)\Acunetix\Web Vulnerability Scanner 7\Data\Database\vulnscanresults.mdb>

4. From the Acunetix Web Vulnerability Scanner 7 Program Group, select to uninstall the
product.

5. Install the Acunetix Web Vulnerability Scanner version 8.

6. To restore the Login Sequences, copy the files backed up in (2) to
<C:\Users\Public\Documents\Acunetix WVS 8\LoginSequences>

7. The Reporting database from version 7 needs to be updated before it can be used in version
8. This can be done using the Reporting Database Upgrade tool which can be downloaded
from http://www.acunetix.com/download/tools/ConvertWVSDatabase.zip. Proceed as
follows:

a. Ifyouare using an SQL database, select MS SQL Server, and specify the Server,
credentials and Database which needs to be upgraded and click on the Convert
button. Then configure Acunetix Web Vulnerability Scanner 8 to use the upgraded
database.
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Convert WVS Database x|

— Databaze Support

Databaze type : | M5 Access j

Specify the M5 Access databaze path.

Database: IJ Yulherability Scanner ?\Data\General\LoginSequences'j =

Corwert | LCancel |

Screenshot 22 - Upgrade Reporting Database

b. If you are using an Access database, select MS Access, and select the database
backed up in (3), and click on the Convert button. Once ready, copy the upgraded
database to <C:\ProgramData\Acunetix WVS
8\Data\Database\vulnscanresults.mdb>
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4. Scanning a Website
NOTE: DO NOT SCAN A WEBSITE WITHOUT PROPER AUTHORIZATION!

The web server logs will show your IP address and all the attacks made by Acunetix Web
Vulnerability Scanner. If you are not the sole administrator of the website please make sure to warn
other administrators before performing a scan. Some scans might cause a website to crash, requiring
a restart of the website.

To scan a website, you first need to perform the following steps:

Step 1: Select Target(s) to Scan

1. Click on File > New > New Website Scan to start the Scan Wizard, or click the New Scan
button on the top left hand of the Acunetix Web Vulnerability Scanner menu bar.
£

Scan Type Scan Type
Select whether pau want to scan a single website or analyze the results of a previous crawl.

M Login
| Finish

— Scan type

| Here you can scan a single website. In case you want to scan a single web application and not the
whole site you can enter the full path below. The application supports HTTP and HTTPS websites.

(* Scan single website

Wwiebsite URL: |l

<5 IF you zaved the site stucture using the site crawler tool you can use the saved results here. The
ly scan will laad this data from the file instead of crawling the site again.

" Secan using zaved crawling results

Filename: ﬂ =

@ If pou want to scan a list of websites, use the Acunetix Scheduler.
L ‘r'ou can access the scheduler interface by clicking the link below.

UCUnetiX hitp:/ Alocalhost 8181/

£ Back | Mest > I Cancel

Screenshot 23 — Scan Wizard Select Scan Type

2. Specify the scan options:

e Scan single website - Enter the URL of the target website, e.g.
http://testphp.vulnweb.com.

e Scan using saved crawling results - If you previously performed a crawl on a
website, you can use the saved results to launch a scan instead of having to
crawl! the website again.

Note: The Acunetix Web Vulnerability Scanner Scheduler can be used to scan multiple
websites at the same time since it launches an instance of Acunetix Web Vulnerability
Scanner per each simultaneous scan. You can read more about the Acunetix Web
Vulnerability Scanner scheduler in page 69 of this manual.

3. Click Next to continue.
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Step 2: Specify Scanning Profile, Scan Settings Template and Crawling Options

Scan Wizard x|
ype Options

Adjust crawling/scanning options from this page.

DOptions
|
M Logn
| Finish

[ Scanning options

=y Scanning profile will enable/dizable different tests [or group of tests) from the test databaze:

Scanning profile: | Diefault j

l}g Scanning zettings allow you to adjust scanning behavior ta the curmrent scan(s)
Scan settings: Drefault j Customize

[¥ Save scan results to database for repart generation

i Crawling options

lﬁ These options will define the behaviour of the crawler for the current scanz. [F you want to modify
== the general crawler behaviour, pou should go to settings.

I Alter crawlng et me choose the files 1o scaré
| Define list of URL's to be processed by crawler at start

Filename: | =

acunetix

< Back | et > I Cancel |

Screenshot 24 — Scanning Profile and Scan Settings template

Scanning Profile

The Scanning Profile will determine which tests are to be launched against the target website. For
example, if you only want to test your website(s) for SQL injection, select the profile sql_injection.
No additional tests will be performed. The Default scanning profile will test your website for all
known web vulnerabilities. Refer to the ‘Scanning Profiles’ section on page 78 for more information
on how to customize or create scanning profiles.

Scan Settings template

The Scan Settings template will determine what Crawler and Scanner settings are to be used during
a scan. Refer to the ‘Scan Settings templates’ section on page 78 for more information on how to
customize or create new Scan Settings templates.

Save scan Results

If you want to automatically save the scan results to the reporting database, enable the Save scan
results to the database for report generation option. You can read more about the Acunetix
Reporter in page 42 of this user manual.

Crawling Options

Tick the option After crawling let me choose which files to scan if you would like to select / deselect
files from the automated website security scan, instead of scanning the whole website.

Tick the option Define list of URLs to be processed by crawler at start if you would like a specific
URL to be crawled before any other (not available if using saved crawling results).
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Step 3: Confirm Targets and Technologies Detected

x|
Select Targets

Olptic Please wait until the scanning iz finished and then select the targets you want to scan from e list below.
For every target you can enter details such as operating system, webserver, technology or change the base path.
EE R B Il By entering these details you can reduce the scanning time

M Login

List of targets
firish = \leslphp.vulnweh.cnm:sl] =
Base path /
Server banner Apache/2.0.55 (Ubuntu) mod_python/3.1.4 Python/2.¢
Target URL hitp: # ftestphp.vulhweb. com: B0
Operating system Uiz
WebServer Apache 2.x
= Dptimize for following technologies PHP, Perl, mod _ssl, mod

A5P
ASPMET
FHF

Pl
Javal)2EE
ColdFusiondJrun
Python
Ruby
miod_ssl|
mod_perl
mod_python
OpenS5L

acunetix Statuz : Done

&

L]
O
O
O
I
O

< Back | Next > I Cancel |

Screenshot 25 — Scan Wizard Selecting Targets and Technologies

Acunetix Web Vulnerability Scanner will automatically fingerprint the target website for the server’s
operating system, the web server, its web server technologies, and custom 404 error page in use. If a
custom 404 error-page is being used, Acunetix Web Vulnerability Scanner will automatically detect it
and determine a pattern for it, removing the need for manual configuration. For more details on
Custom 404 Error Pages refer to page 82 of this manual.

The web vulnerability scanner will reduce the scan time by scanning only for the selected web
technologies. E.g. Acunetix Web Vulnerability Scanner will not launch IIS security checks against a
Linux system running an Apache web server.

Click on the relevant field and change the settings from the provided check boxes if you would like to
add or remove scans for specific technologies.

Note: if a specific web technology is not listed under Optimize for the following technologies, it
does not mean that it is unsupported by Web Vulnerability Scanner, but that there are no
vulnerability tests exclusive to that technology.

Step 4: Configure Login for Password Protected Areas

Two types of Login mechanisms are commonly used on the web:

HTTP Authentication - This type of authentication is handled by the web server, where
the user is prompted with a password dialog.

Forms Authentication - This type of authentication is handled via a web form and not
via HTTP. The credentials are sent to the server for validation by a custom script.
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Login
Configure input/login details far passward protected areas or HTML famis
Forms Authertication
Finish 3 If vour website requires forms authentication, you need ta record the steps required to login on the
webgite. This will be saved az a login sequence file and can be uzed later.
*f'ou can also specify a section of the website which you da not wart to be crawled [for example
links that will log vou out fram the website).
Login sequence; | <no login sequences ﬂ
acunetix
¢ Back Mext > Cancel

Screenshot 26 - Login Details Options

Scanning a HTTP password protected area:

If you scan an HTTP password protected website, you will be automatically prompted to specify the
username and password, unless they are predefined. Acunetix Web Vulnerability Scanner supports
multiple sets of HTTP credential for the same target website. HTTP authentication credentials can be
configured to be used for a specific website / host, URL or even for a specific file only. To specify
HTTP authentication credentials:

1. Navigate to Configuration > Application Settings > HTTP Authentication.
2. Click on the ‘Add credentials’ button.
x

@ W5 needs to authenticate. Please enter pour credentials below.

| Credentials will be zaved and applied automatically to any path that iz below the

“Ir\g path you have defined here. If the path iz a sub directony and not a file add the
< trailing slash.

Username: Irohert j
(@]

Password: I xxxxxxxxxxxxxx

 applies to

Host: Itestphp.vulnweb.com

Path: I.-"admin/] j

Ok I Cancel |

Screenshot 27 — HTTP Authentication

3. Enter the Username and Password. In the ‘Host’ text box field specify the main website URL,
e.g. testphp.vulnweb.com. In the ‘Path’ text box, specify the path for where the credentials
should be used, e.g. protected. Do not specify a path if the credentials are used site wide.
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[2) Acunetix Web Vulnerability Scanner (Consultant Edition) -0l =|
: File Actions Tools Configuraton Help
P Newsan |[@ 30 0 2 UEQ - 3B |ele |8 4] 250w
g‘ @ Application Updates — HTTP Authentication
=3 ) ,,5_% Manage the login credentials required during automated scanning and crawling
g @” Logging processes
o
m Database — HTTP Authentication Credentials =
B HTTP Authentication
[~ Do not prompt for manual authentication
Client Certificates
v Automatically save new credentials
ﬂ Login Sequence Manager
» False Positives [#] add Credentials  [=] Remove Selected [ Edit Show Passwords
e-'- sniffer Huost | Path | Uzermame |
-Jj;-, Scheduler |:| testphp.ovul,.. admin
Miscellaneous
% AcuSensor Deployment LI
Apply | Cancel ‘
Activity Window
|F|eau:|_l.J | | 4

Screenshot 28 - HTTP Authentication Options

Do not prompt for manual authentication— By default, when a target website requires HTTP
authentication during a crawl and scan, Acunetix Web Vulnerability Scanner will ask you for
the credentials. If this option is switched off, Acunetix Web Vulnerability Scanner will

continue scanning the website without authenticating, therefore protected website parts
will not be crawled and scanned.

Automatically save new credentials — When this option is enabled, new credentials (and the
URL) specified during a scan are automatically saved in the Acunetix Web Vulnerability

Scanner HTTP Authentication settings, and will be automatically used when the same site is
scanned.
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Step 5: Scanning a Form Based Password Protected Area

In order to scan a form based password protected area, you will need to make use of a Login
Sequence during the scan. You can pre-define login sequences from the Configuration > Application
Settings > Login Sequence Manager, or directly from the New Scan Wizard.

The Login Sequence Recorder can be used to perform a number of tasks during a crawl and a scan:

e To configure Acunetix Web Vulnerability Scanner to access a form based password
protected section

e To create a pre-defined crawling sequence, such as a shopping cart

e To mark pages that require human / manual intervention each time they are
accessed, such as pages with CAPTCHA, One-Time password, Two-Factor
authentication etc.

The Login Sequence Recorder can also be used to configure Acunetix Web Vulnerability Scanner to
crawl a web application in a pre-defined manner, such as a shopping cart or to automatically input
data into a web form. For more information on the Login Sequence Recorder and its uses, refer to

http://www.acunetix.com/blog/docs/acunetix-wvs-login-sequence-recorder/.

Proceed as follows to create a new login sequence

1. Click New Login Sequence to launch the Login Sequence Recorder

= Login Sequence Recorder i ] 4]
m Set start URL to define a This wizard will guide you in creating a login sequence which the Crawler will use to successfully log in to your web
login sequence for application and craw! it.

Please enter the application’s URL below

Ihttp:i/10.172.0.127 lacuart} j @ Check URL
Please note that in order o record a successful login seguence, the wizard has to delete any cookies associated

|\, with the website or web application you specified in the URL field above.

If you do not want that such cookies to be deleted, press "Cancel” to exit this wizard now.

The Login Seguence Recorder can also be used to configure the crawler to crawl a web application in a pre-defined

manner, such as a shopping cart. To configure the crawler to crawl a web application in a pre-defined manner, craw! the

web application in the second step of this wizard ‘Record Login Actions’ and do not configure ‘In-session’ details in the

fourth step of this wizard

M acunetix
Help | Beck | Next Cancel

Screenshot 29 — Login Sequence Wizard

2. Enter the URL of the website for which you would like to record a login sequence. By default
the URL of the target website is automatically populated. Click Next to proceed

31


http://www.acunetix.com/blog/docs/acunetix-wvs-login-sequence-recorder/

m q C U n etix Acunetix Web Vulnerability Scanner

& Login Sequence Recorder [ =] ]

Wiz e » ¢ O | 5[tz 27Ecurtiog e =]

& | http:f10.172.0.127/acuartlogin.php |

@ Click here to mark this page for manual intervention

Macunetix ERATICNEE [

home | categories | artists | disclaimer | your cart  guestbook #AJAX Demo

search art
go|

Browse categories Username © [acuart
Browse artists Password - [essss |

Your cart
Signup

Your profile
Our guestbook You can also signup here.
AJAX Demo

If you are already registered please enter your legin information below:

Links
Security art
Fractal Explorer

| _-I_I
Macunetix
Help | Back | Next I Cancel |

Screenshot 30 — Login Sequence Recorder

3. On the second page of the wizard, browse to the website’s login page and submit the
authentication credentials in the login form to log in. Wait for the page to fully load,
indicating that you are logged in. Click Next to proceed.

o
| & 2 2 O g |[rew0.720127acusrartsts.php =

& hitp:/10.172.0.127/acuarVartists. php |

|»

cunetix sl

tegories | artists | disclaimer | your cart  guestbook = AJAX Demo Logout acuard]

t rAwB173
1l

tegories

ists

comment on this artist

Blad3

comment on this artist

lyzae

comment on this artist

| »I_I
Macunetix

Help | Back | Next I Cancel |

Screenshot 31 — Specify an excluded link

4. Once logged in, you also need to identify the logout link so the crawler will ignore it to
prevent ending the session. In the ‘Setup restricted links’ step of the wizard, click the logout
link for it to be ignored. If the logout link is not on the same page, click the Pause ' button
in the top menu, navigate to a page where the logout link is found, resume the session and
then click on the logout link. Click Next to proceed.
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r = N
& Login Sequence Recorder ==
V1K itp: ftestphp.vulnwreb. cor - Detect

n session | Out of session|
B ¥ £ ol
acunetix [eielelgr

home | categories | artists | disclaimer | your cart | gquestbook | AJAX Demo Lq

search art welcome to our page
e

g0

Test site for Acunetix WVS.
Browse categories

Browse artists
Your cart
signup

Your profile
Our guestbook
AJAX Demo
Logout

Links

Security art

Fractal Explorer -
< i »

[[Showinbrowser[ Show raw data || 3 Define patiern from selection

Macunetix Pattern: (?i)<a\s=href=Togoutt php'> 1) Pattern type. Check pattern

== -

Screenshot 32 — Specify an ‘In session’ or ‘Out of session’ pattern

5. In this step, you have to specify In Session or Out of Session detection patterns. For the In
Session detection, specify a pattern which allows the crawler to detect the session is still
valid. If for some reason the session expires during a crawl, the Crawler will automatically log
in again. Click on Detect to make Acunetix Web Vulnerability Scanner attempt to
automatically detect the pattern.

6. There are situations where the session state cannot be detected automatically, in which
case, you will need to specify this manually. The pattern can be plain text or a regular
expression, e.g. (?!)<a\s+href="logout\.php’>. You can also highlight specific content and
click on Define pattern from selection and a regular expression will be automatically

generated.
RI=
URL: |nt|pmu172u 127iacuart j Detect
In session |0u|ufms>ur| |
- - — =
Macunetix s art
home | categories | artists | disclaimer | your cart | guestbook  AJAX Demo Lot
search art welcome to our page
5o
. Test site for Acunetix WVS.
Browse categories
Browse artists
Your cart
Signup
Your profile
Our guestbook _
AJAX Demo
Logout
Links
Security art In headers
Fractal Explorer Not in headers
.
4| Mot in body »
- Status code is
["show n browsar _Show raw data_[| {3 Define patterm from selection oot oo ot
Macunetix Pattzrn: |(?\}<a\s+hre|z'lnguut\.php'> £ Pattern type Check pattern
Help | Back Mext | Cancel |

Screenshot 33 — Specify an ‘In session’ or ‘Out of session’ pattern - Drop down menu

You also have to specify where the pattern can be found in the response. From the Pattern
Type drop down menu select if the pattern is In headers, Not in headers, In body, Not in
body, Status code is and Status code is not.
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7. Click on Check Pattern to verify that the crawler is able to recognize the difference between
a logged in session and a logged out session. Click Next to proceed with the wizard.

& Edit login sequence =1of x|
2 9|00 7 |=|E

Sequence Name: Itestphp wulnweb.com_login

Login Actions |
-!J POST hitp:itestphp.vulnweb.com/userinfo.php

Logout Actions |
ﬂJ GET hitpiitestphp.vulnweb.comiogout. php

Session Detection |
[l Detection URL: http:/itestphp. vulnweb.com/

Save Cancel

Screenshot 34 — Recorded login sequence review

8. Review the recorded sequence. You can change priority of URL’s using the up and down
arrows, edit requests and add or remove requests. Click ‘Finish’ to finalize the session
recording.

Note: Login sequences are saved in the Documents folder of the Public profile. The default path is
<C:\Users\Public\Documents\Acunetix WVS 8\LoginSequences>.
Marking Pages for Manual Intervention (used for Captchas)

If some pages in your web application require manual intervention, such as pages with CAPTCHA,
One-Time password or Two-Factor authentication, use the Login Sequence Recorder to configure the
crawler to wait for user input when crawling such page. To mark a page for manual intervention:

1. Launch the Login Sequence Recorder and enter the web application URL in the first step.

2. Inthe second step of the wizard ‘Record Login Sequence’, click on the '*" Pause button to
pause the recording, and enter the URL of the page which requires human input in the URL

input field.
# Manual Intervention |_ (O] x|
¢« » 20 | = |Ihttp:Mes‘tphp.acunetix.comnogin.php vI
£ | hitp:/testphp acunetix .comdogin php I
Name: |
Surname: I
Company: I
Phone: l
Ernail: I
Type verification image: W
H
|Browsing I
|

Screenshot 35 — Manual browser window
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3. Once the page is loaded, click on “** Manual Intervention button. Proceed by clicking the
Next button till the end of the wizard.

Once a scan is launched, a browser window will automatically pop up when the application page is
reached. You can now perform the required action. Click Done once the action is complete.

Note: Only one page has to be marked for manual intervention. If you have more than one page that
requires manual intervention, specify these URLs the first time the browser window automatically
appears during the crawl and perform the action on those pages as well. This allows the crawler to
automatically process those pages without you having to wait for another dialog to appear.

More information and a video about the Login Sequence Recorder can be found here:

http://www.acunetix.com/blog/docs/acunetix-wvs-login-sequence-recorder/

Step 6: Finalize Scan Options

Finish

After analyzing the website responses, we have compiled a list of recommendations for the cument scan.

M Login Additional hosts detected
Finigh

Some additional hosts were detected. Check the ones pou want to include in the scan.

[[] dawnload.macromedia. cam
] v, acunetin. com
[C] v eclectasy. com

Save customized scan settings

*f'ou can chooze to save the settings pou've made for future scanz. This can be usefull if you are
planning to zcan more similar websites, You can alzo chose to save the settings in a new fils by

clicking the below buttan.
Save to a new template |

acunetix

Finizh | Cancel |

Screenshot 36 - Finalize Scan Options

Before the Scan is started, the Scan Wizard will show if any further actions are required. The
following is a list of actions which you might be presented:

e Ifan error is encountered while connecting to the target server, the error will be
shown.

e If Acunetix Web Vulnerability Scanner is unable to automatically detect a custom
404 error page pattern, you will have to configure a custom 404 error page rule by
clicking the Customize button. You can read more about Custom 404 error pages at
page 82 of the manual.
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e If the target server is using CASE insensitive URLs, you must force case insensitive
crawling. This can be done from Configuration > Scan Settings > Crawling Options >
Ignore CASE differences in paths.

e If AcuSensor Technology is enabled and the target server is PHP or .NET, you must
install the agent. Click the Customize button to install AcuSensor on the target
server. You can read more about AcuSensor on page 18 of this manual.

e If additional hosts have been found to be linked to from the web site being scanned,
you can optionally select to scan these too.

e |f you have made changes to the Scan Settings template, you can also save the
modifications to the existing or new template. Refer to page 78 of this user manual
to read more about the Scan Settings templates.

Step 7: Completing the scan

Click on Finish to start the automated scan. If the option After crawling let me choose the files to
scan was selected in the crawling options, you will be asked to select the files to scan after Acunetix
Web Vulnerability Scanner has finished crawling the site.

Depending on the size of the website, scanning profile selected, and the server response time, a scan
may take up to several hours.
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5. Analyzing the Scan Results

Introduction

The vulnerabilities discovered during the scan of a website are displayed in real-time in the Alerts
node in the Scan Results window. A ‘Site Structure’ node is also shown listing the files and folders

[2) Acunctix Web Vulnerabiity Scanner (Consultant Edstion) =181
Fle Actons Took Configuraton Help
NewScan ||«
Tooks Explores =1 el [OoRR 7i[ @swp | tene
Web W y N
13 Webs
= o @ ocunefix threat level | Acunetox Theeat Level 3
& £ Took One o more high-sever
3 Site Craler Level 3: High
3 Torget e @ @ Apache Mod_Rewrite OFF 8y Ore &,
&, Subdomain Scanner - @ Mocromeda Dreamweaver Remote ...
#ind SQU Injector @ @ PHP HTML Entty Encoder Heap Ove,
[ HTTP Edter @ @ PHP version oder than 5.2.1(1)
< T ® @ PHP version oder than 5.2.3 (1) Total slerts found
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ety Window
[Web Scannes Scanning | wabsiels) [Fumbes of webstes eft 0 scan 1

The Web Alerts node displays all vulnerabilities found on the target website. Web Alerts are
categorized according to 4 severity levels:

m-&rﬁr High Risk Alert Level 3 — Vulnerabilities categorized as the most dangerous, which put a
site at maximum risk for hacking and data theft.

Medium Risk Alert Level 2 — Vulnerabilities caused by server misconfiguration
LSsiail and site-coding flaws, which facilitate server disruption and intrusion.

Low Risk Alert Level 1 — Vulnerabilities derived from lack of encryption of data traffic,
or directory path disclosures.

Ia.FE., Informational Alert — Sites which are susceptible to revealing information
through Google hacking search strings, or email address disclosure.

If a vulnerability is detected by the AcuSensor Technology, (AS) is displayed next to the vulnerability

group.

More information about the vulnerability is shown when you click on an alert category node:
Vulnerability description - A description of the discovered vulnerability.

Affected items - The list of files vulnerable to the discovered vulnerability.

The impact of this vulnerability — Level of impact on the website or web server if this
vulnerability is exploited.
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Attack details - Details about the parameters and variables used to test for this
vulnerability. E.g. for a Cross Site Scripting alert, the name of the exploited input
variable and the string it was set to will be displayed. You can also find the HTTP
request sent to the web server and the response sent back by the web server (including
the HTML response). The attack can be inspected and re-launched manually by clicking
Launch the attack with HTTP Editor. For more information, please refer to the HTTP
Editor chapter on page Error! Bookmark not defined..

How to fix this vulnerability - How to fix the vulnerability.
Detailed information - Information about the reported vulnerability.

Web references - A list of web links providing more information on the vulnerability to
help you understand and fix it.

Marking an Alert as a False Positive

If you are certain that the vulnerability discovered is a false positive, you can flag the alert as a False
Positive to avoid it being reported in subsequent scans of the same website. To do this, click on the
Mark alert as false positive link or right click on the alert and select the menu option.

You can remove an alert from the false positives list by navigating to the ‘Configuration > Application
Settings’ node in the Tools Explorer and select the ‘False Positives’ node.

Network Alerts

Sean Results g
(= 5¢ Sean Thread 1 (http://testphp.vuinweb.co...  F
il web Alerts (88)
= saa Network Alerts (1)
|50 openproxysenver () |

Server

<54 Open Port 80/http
L Open Port 8443 htips-alt
£ & Knowledge Base (7)
List of open TCP ports
Whois lookup

Screenshot 38 - Network, Port Scanner and Knowledge base nodes

The Network Alerts node displays network level vulnerabilities discovered in scanned network
services, such as DNS, FTP, SMTP and SSH servers. Network alerts are categorized by 4 severity levels
(similar to web alerts). The number of vulnerabilities detected is displayed in brackets () next to the
alert categories. Click an alert category node to view more information (similar to web alerts).

Note: You can disable network security checks by un-ticking the Enable Port Scanning option in the
Scan Wizard. Network Security Checks are only performed on open ports detected during the scan,
thus disabling port scanning will effectively disable all the network security checks.

Port Scanner

The Port Scanner node displays all the discovered open ports on the server. Network service banners
can be viewed by clicking on an open port.

Note: Port Scanning of the target server can be disabled by un-ticking the Enable Port Scanning
option in the Scan Wizard.

Knowledge Base

The knowledge base node is a high level report that displays:
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e List of open TCP ports found on the server, including the port banner.

e List of Network Services running on the web server and their response.

e List of files with inputs found on the website. Number of inputs per file are also
shown.

e List of links to external hosts found on the website. E.g. testphp.vulnweb.com
contains a link to www.acunetix.com.

e List of Client and Server HTTP error responses together with the HTTP requests that
generated them. An example would be the response code Server Internal Error —
HTTP 500. Check the response for information exposure.

Site Structure

The Site Structure Node displays the layout of the target website including all files and directories
discovered during the crawling process.
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Screenshot 39 - Scan Result and Information window

In the Crawler results (Site Structure node), color-codes are used to show different file statuses. The
filename color coding is as follows;

Green — These files will be tested with AcuSensor Technology, resulting in more
advanced security checks and less false positive alerts. From the AcuSensor data tab,
the user can see what data related to these files is being returned by the AcuSensor.
Such information is useful to know what SQL queries were executed or if the selected
file is using functions which are monitored by AcuSensor.

Blue - File was detected during a vulnerability test, and not by the crawler. Most
probably such files are not linked from anywhere on the target website.

Black — Files discovered by the crawler.

For every discovered item, more detailed information is available in the information pane on the
right-hand side:

Info - Generic information such as file name, page title, path, length, URL etc.

Referrers — The files or pages that linked to the tested file.
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HTTP Headers - The HTTP headers of the request sent to the web server to retrieve the
selected file, and the HTTP response headers received.

Inputs — Possible input parameters and values for the file.
View Source - The source HTML of the page.

View Page - The page is displayed as it is shown in a web browser. Most client side
scripts are disabled in this tab for security purposes to avoid launching vulnerabilities
against the computer on which Acunetix Web Vulnerability Scanner is running.

HTML Structure Analysis - HTML structure information such as
o Alist of links discovered in the file.

e Comments discovered in the selected page. The information contained in the
comments cannot be automatically analyzed but may reveal interesting
information about the construction and coding of the website.

e Any client side scripts (JavaScript, VBScript etc.) and their source code
discovered in the selected page. The client web browser will execute these
scripts. Such information might reveal information about the logic of the web
application.

e Any forms discovered in the selected object are shown in the top window. A list
of parameters and their possible values are shown in the middle and bottom
window.

o Alist of META tags discovered in the selected object. META tags contain
information about the website, e.g. the description and keywords META tags
used by search engines. META tags with an HTTP-EQUIV attribute are equivalent
to HTTP headers. Typically, such META tags control the action of browsers and
may be used to refine the information provided by the actual headers. Tags
using this form should have an equivalent effect when specified as an HTTP
header, and in some servers may be translated to actual HTTP headers
automatically or by a pre-processing tool.

AcuSensor Data — Any AcuSensor Technology data returned.

Alerts —A list of alerts for the selected file.
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Grouping of Vulnerabilities
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\Activity Window

Web Scanner Scanning 1 website(s] [Number of websites left ta scan - 1 |

¥ Click here for more detailed information about this vulnerability

Screenshot 40 — Grouping of vulnerabilities

If the same vulnerability is detected on multiple pages, the scanner will group them under one alert
node. Expanding the alert node will reveal all the vulnerable pages. Expand further to view the
vulnerable parameters for the selected page.

Saving a Scan Result

When a scan is completed you can save the scan results to an external file for analysis and
comparison at a later stage. The saved file will contain all the scans from the current session
including alert information and site structure.

To save the scan results click the File menu and select Save Scan Results.

To load the scan results click the File menu and select Load Scan Results.
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6. Generating a Report from the results

Introduction to the Reporter

=0l

WEB APPLICATION SECURITY
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Screenshot 41 — The Reporter Application

The Acunetix Web Vulnerability Scanner Reporter is a standalone application that allows you to
generate reports for the security scans performed using Acunetix Web Vulnerability Scanner. The
Reporter can be launched after completing a scan, or from Acunetix Web Vulnerability Scanner
program group, and can be used to generate various types of reports including developer reports,
executive reports, compliance standard reports or a report that compare the results of two scans.

Generating a Report from the Scan Results

There are two ways to generate a report. After scanning a site, click on the il Report button on the
Acunetix toolbar. This will start the Acunetix Web Vulnerability Scanner Reporter and will load the
Default Report for the scan. The Default Report used can be selected from the Reporter Settings.
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Screenshot 42 — Sample Report
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The second method is to load the Acunetix Web Vulnerability Scanner Reporter from the Acunetix
Web Vulnerability Scanner Program Group. This will allow you to report on the scans that have been
saved to the Reports database.

1. From the Reports list, select the type of report and click on ‘Report Wizard’.
2. Inthe case of Compliance Report, select the Regulatory body or Standard to be used in the
report. Click ‘Next’.

£
Report Style

Select the compliance report style you want to use.

' 2010 CWE/SANS Top 25 Most Dangerous Software Erors E -
Ly The Health Insurance Portability and Accountability Act (HIPAA)
Ly Intemational Standard - 1SO 27001
L NIST Special Publication 300-53 - Recommended Security Controls for Federal In...
|y OWASP TOP 10 2004
[ OWASP TOF 10 2007
|y OWASP TOP 102010
|y Payment Card Industry Data Security Standard version 1.1

b Lo

2010 CWE/SANS Top 25 Most Dangerous
Software Errors

The 2010 CWE/SANS Top 25 Most Dangerous Software Errors is a list of

the most widespread and critical programming errors that can lead to

serious software vulnerabilities. They are often easy to find, and easy to
exploit. They are dangerous because they will frequently allow attackers to
GCUnetiX completely take over the software, steal data, or prevent the software from
working at all. |

Nexdt > Cancel |

Screenshot 43 - Select Compliance Report

3. You can then select to show the results of all the scans stored in the reports database or to
filter the scans that are displayed based on specific scan criteria. Click ‘Next’.
i

Filter Scans

I you have a big database of scan results you may want to fiter the results displayed on the
selection page.

Properties

(" Fitter displayed scans

r— Fitters
[ |Number of scans to show 25 jl
[ Fiter by start URL frarget) | ﬂ
[ Fiter by date | ﬂ | ﬂ

[ Hide not responsive

[ Hide aborted

acunetix

< Back | Neat = Cancel

Screenshot 44 - Filter Scans

4. Select the scan that you would like to report on.
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Compliance Report Wizard |

Select Scan

Select the scan result which will be the source of the repert. You can alzo select individual
alerts or alerts belonging to a specific vulnerability class or of a given severty. Only selected
alerts will be included in the report.

Properties Hame | Date |
-0 ¢ http:/Aestphp vulnweb .com 02/15/2013
O ¢ http:/Aestphp vulnweb com 021972012

@] ¢ http:/Aestphp vulmweb .com:80/ 02/15/2013
® |~ # hitp-/Atestphp vulnweb_com 0271372013

O ¢ http:/Aestphp vulnweb.com 02/13/2013
(@] ¢ http:/Aestphp vulnweb com 021372013
(@] ¢ http:/Aestphp vulmweb .com 021372013
O ¢ http:/estphp vulnweb.com 02/13/2013
@] ¢ http:/Aestphp vulnweb com 021372013
@] ¢ http:/Aestphp vulmweb .com 0270872013
O ¢ http:/testaspnet. wulnweb com 02/08/2013
O ¢ http:/Aestasp vulnweb com 02/08/2013
@] ¢ http:/Aestphp vulmweb .com 0270872013
(@] ¢ http:/Aestphp vulnweb .com 02/08/2013
O ¢ http:/Aestphp vulnweb com 02/08/2013
@] ¢ http:/Aocalhost:8181/ 02/07/2013
acu netix -0 ¢ http:/Aestphp vulmweb .com 01/30/2013

< Back | Mext > Cancel |

Screenshot 45 - Select Scan

5. Select what properties and details the report should include. The Report Properties will vary
depending on the type of report that you are generating.
|

Properties
Set properties specfic to this report.

Show short summary
Show detailed report

Show affected tem list
Show a list of scanned files

OORE

acunetix

< Back | Generate I Cancel

Screenshot 46 - Select Report Properties

6. Click the ‘Generate’ button to generate the report.
7. Once the report is generated, it can be printed or exported to various formats including PDF,
Word and HTML.
Types of Reports

The following is a list of the reports that can be generated using the Acunetix Web Vulnerability
Scanner Reporter:
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Affected Items Report

The Affected Items report shows the files and locations where vulnerabilities have been
detected during a scan. The report shows the severity of the vulnerability detected, together
with other details about how the vulnerability has been detected.

Developer Report

The Developer Report is targeted to developers who need to work on the website in order to
address the vulnerabilities discovered by Acunetix Web Vulnerability Scanner. The report
provides information on the files which have a long response time, a list of external links,
email addresses, client scripts and external hosts, together with remediation examples and
best practice recommendations for fixing the vulnerabilities.

Executive Report

The Executive Report summarizes the vulnerabilities detected in a website and gives a clear
overview of the severity level of the website.

Quick Report

The Quick Report provides a detailed listing of all the vulnerabilities discovered during the scan.

Compliance Reports

OWASP TOP 10 2010

comgiznce Eport

Descriotion

The @imary 8im of e CWASP Top 10 15 30 SOMCaN: BSVED0ETS, GESENErS, SrCRecsS, Manigers, o ogenzasons
ame

02S; Of M2 MO IMPON Nt web appication SeCury wesknesses. The o 10 provites bast
SRCATIGUAS 1D DRONECT AgATET Tana NN MK DO SrmE -5 805D DY O UNIENTE 07 WRARE 35 0 o Rer

Diisclaimer

Ths gocument @ any of BS COMENt MR aCCount 7, of e Inckuded 1N ey form of egal saice: Tre ancome of 8
neraDity SO (O SECUTy evaliation SN be LEIZA 10 e T OHIDEN Measures an: S8 50 bwer tFe risk of
DXTATTIS & CORS ST Ouf 10 TMEROMISE G

Legal suice st be Sugpliel acconiig to bs legal conext. Al laws: and The envionmens in which they ane appied, are
oSty changed and fevsen. Thenetne RO INEATIAZON DroWed In T GOTUMIETT May eer DF used &5 an atemamve 1
= s gl by o PazyasmEatE

A portion of s repon s teken fom CWAS's " The Ten mos? crticalwed spalostion secury vahersolizes - 2010
LIDOB0s" ROTUMES, Tt AN D D % NS0 AW CAVESE.ON

Secan

R hithp: e sdphp vl mesd_oom: SV
Scandste 3007010172002
Dumtion 5 mimnes, 3 seconos

Compliance at a Glance

This 52300 Of T2 r=pon s & Summary and 1535 The NUTDar of Akerss oun Soooming %0 ndiidual compliance:
categories.

Screenshot 47 — Compliance Report

Compliance Reports are available for the following compliance bodies and standards:

CWE / SANS — Top 25 Most Dangerous Software Errors

This report shows a list of vulnerabilities that have been detected in your website which are listed in
the CWE / SANS top 25 most dangerous software errors. These errors are often easy to find and
exploit and are dangerous because they will often allow attackers to take over the website or steal
data. More information can be found at http://cwe.mitre.org/top25/.

The Health Insurance Portability and Accountability Act (HIPAA)

Part of the HIPAA Act defines the policies, procedures and guidelines for maintaining the privacy and
security of individually identifiable health information. This report identifies the vulnerabilities that
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might be infringing these policies. The vulnerabilities are grouped by the sections as defined in the
HIPAA Act.

International Standard — 1SO 27001

ISO 27001, part of the ISO / IEC 27000 family of standards, formally specifies a management system
that is intended to bring information security under explicit management control. This report
identifies vulnerabilities which might be in violation of the standard and groups the vulnerabilities by
the sections defined in the standard.

NIST Special Publication 800-53

NIST Special Publication 800-53 covers the recommended security controls for the Federal
Information Systems and Organizations. Once again, the vulnerabilities identified during a scan are
grouped by the categories as defined in the publication.

OWASP Top10

The Open Web Application Security Project (OWASP) is web security project led by an international
community of corporations, educational institutions and security researchers. OWASP is renown for
its work in web security, specifically through its list of top 10 web security risks to avoid. This report
shows which of the detected vulnerabilities are found on the OWASP top 10 vulnerabilities.

Payment Card Industry (PCl) standards

The Payment Card Industry Data Security Standard (PCI DSS) is an information security standard,
which applies to organizations that handle credit card holder information. This report identifies
vulnerabilities which might breach parts of the standard and groups the vulnerabilities by the
requirement that has been violated.

Sarbanes Oxley Act of 2002

The Sarbanes Oxley Act was enacted in 2002 to prevent fraudulent financial activities by
corporations and top management. Vulnerabilities which are detected during a scan which might
lead to a breach in sections of the Act are listed in this report

DISA STIG Web Security

The Security Technical Implementation Guide (STIG) is a configuration guide for computer software
and hardware defined by the Defense Information System Agency (DISA), which part of the United
States Department of Defense. This report identifies vulnerabilities which violate sections of STIG
and groups the vulnerabilities by the sections of the STIG guide which are being violated.

Web Application Security Consortium (WASC) Threat Classification

The Web Application Security Consortium (WASC) is a non-profit organization made up of an
international group of security experts, which has created a threat classification system for web
vulnerabilities. This report groups the vulnerabilities identified on your site using the WASC threat
classification system.

46



m q C U n etix Acunetix Web Vulnerability Scanner

Scan Comparison Report
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Screenshot 48 — Comparison Report

The Scan Comparison Report allows the user to track the changes between two scan results for the
same application. This report will highlight resolved, unchanged and new vulnerabilities, making it
easy to track development changes affecting the security of your web application.

Monthly Vulnerabilities Report

This statistical report correlates the data from the scans performed in a specific month, and reports
on the vulnerabilities identified during that month.

Reporter Settings

The Reporter settings allow you to configure the layout and style of the generated reports. To

access the report settings navigate to the ‘Configuration > Settings’ node in the Reporter Tools
Explorer.

From the Report Options node, you can customize the layout, titles, and images in the headers of
the report.
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mAcunetix WVS Reporter - 10 =l
st B W
g ] General Settings
gl ._A Page Settings
g Default report template (when called from WWS): |P«ﬁeded ltems ﬂ
g

— Report Options

[v Cover page enabled

[v Display left image

|5{DefaultLeﬂImage} J

Moacunetix

Restore to Default

[+ Display right image

|5{Default Rightimage} J

Restore to Default

Report title: |Ac:|.|neﬁx Website Audit
Footer text: |Ac:|.|neﬁx Website Audit

i ettings have been changed! pl nct
5 harve b h dl Apphy Cancel

[ Activity Window ]

Screenshot 49 - Reporter Options
General Settings - Configure the default report template for generating a report.
Report Options - Select custom icons, logos, headers and footers to customize the report.

From the Page Settings node you can configure the default page size, orientation and margins of
your reports.

These settings will apply to all reports.

Saving Reports

Once you have generated your report, you can use the toolbar at the top to save the report in PRE
(prepared reports) format, which will allow you to review the report later. You can also export the
report to PDF, HTML, Text, Word Document and BMP or print the report.

Changing the Reporter Database

Acunetix Web Vulnerability Scanner stores the scan results in a backend database. By default,
Microsoft Access is used. You might want to switch to using Microsoft SQL server. This is
recommended when scanning a lot of sites or larger sites. This can be done as follows:

1. Navigate to the ‘Configuration > Application Settings > Database’ node in the Acunetix Web
Vulnerability Scanner interface. Select MS SQL Server from the ‘Database Type’ drop down
menu.

2. Enter the Server IP or FOQDN in the ‘Server’ text box and the credentials to connect to the
server in the ‘Username’ and ‘Password’ text box.
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3. Specify a database name in the ‘Database’ text box. If the database does not exist it will be
automatically created. If the database specified already exists, you will be prompted with a
confirmation to overwrite the current database structure and data.

Note: The creation of the database requires a user SQL Administrator privileges. Once the database
is created, you can change the SQL credentials to a user account with read and write permissions on
the database.

It is also possible to import a database configuration file. Select ‘Import Database Configuration’ and
select a “*.dbconfig’ file generated by the Acunetix Enterprise Reporter to automatically import SQL
database settings.
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7. Site Crawler

Introduction

The Site Crawler analyses a target website and builds the site structure using the information
collected, including the site’s directories and files / objects.

[A] Acunetix Web Vulnerability Scanner (NFR Evaluation Edition| E=SE
File Actions Tools Configuration Help
] NewScan ([& 3 20 12 1 B € SR BB E
i FlE LR Start URL: |hitp: fftestphp. vuinweb.com | Login Sequence: | <no login sequence> v Start.
é Hame HTTP Resul Inputs  Title Coy Hide Tab Information A
e ———— =G I;Eﬂ:asge shows general information about the selected file. Right cick on items for more
4 @ OK Home of Acure...
3 L-B Alax OK ajax test
) i Flash Forbidden Access forbidden! Hmename artists.php
add.swf oK Page fitle artists
@ images Forbidden Access forbidden! [EdFiepath Jartists.php
- i seured &z Li TN hitp: ftestphp. vulnweb.comarti..
BT T N N T (| § e %
engt
e artist=3 OK artists.
I o — € File will be scanned  True
- € content type text/himi; charset=UTF-8
e artist=2 OK artists. oExpE(tEd conten.
= [ crtohp ex a oo status File was processed
addcart=2, price=800 oK you cart
addcart=1, price=500 oK you cart L
addcart=3, price=986 oK. you cart 1
[© categories.php oK picture categories
[& disclaimer.php oK disclaimer
[@ favicon.ico oK
= [g guestbook.php oK 1 guestbook
name=anony..., submit=add%... 0K guestbook
[€ index.php oK Home of Acune.
[© listproducts.php oK. 2 pictures
[ login.php oK login page
[@ privacy.php Mot Found
& [g product.php oK 1 picture details
[& redir.php Found 1
[& robots.txt oK 4
[© search.php oK. 1 search
B [g showimage.php oK 2
[& signup.php oK signup
[& style.css oK
— simecinfn b P £} s e ===
< m v i) Info [{ ] Referrers ¥F HTTP Headers 3 Inputs [] View Source /@ View 1 »
\Activity Window
Fleady

Screenshot 50 — The crawler tool interface
The interface of the Site Crawler consists of:

Site structure window (left hand side) — Displays target site information fetched by the
crawler, e.g., cookies, robots, files and directories.

Details window (right hand side) — Displays general information about a file selected in
the site structure window (e.g., filename, file path etc.).

A series of tabs at the bottom of the Details window display further information about
the selected object.

Starting a Website Crawl
1. Select ‘Tools > Site Crawler’
2. Enter the URL of the target website (e.g. http://testphp.vulnweb.com/).

3. If you want to use a recorded login sequence during the crawl, select it from the ‘Login
Sequence’ drop down menu.

4. Click on the start button to start the crawling process.

5. If the website or any parts of it require HTTP authentication to be accessed, a pop-up
window will automatically appear for you to enter the correct credentials, unless they were
already configured in the HTTP Authentication settings node.

The site structure will be displayed on the left hand side. For each directory found, a node will be
created together with sub nodes for each file. The site Crawler will also create a Cookies node,
which displays information about the cookies used.
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It is also possible to load the results of a previously saved crawl or save the results of a completed
crawl.
Crawling

Crawler configuration settings can be modified by navigating to ‘Configuration > Scan Settings >
Crawling’. The following Site Crawler options are available:

— Crawling options
These options will define the behaviour of the crawler,

[ Start HTTP sniffer for manual crawling at the end of the process
[ Get first URL anly

[+ Do not fetch anything above start folder

[v Fetch files below base folder

[v Fetch directory indexes even if not linked

[ Retrieve and process robots. txt, sitemap, xml

[ Ignore CASE differences in paths

Screenshot 51 - Crawling Options

Start HTTP Sniffer for manual crawling at the end of the scan process - This starts the
HTTP Sniffer at the end of the crawl to allow the user to browse parts of the site that
were not discovered by the crawler. Typically the Acunetix Web Vulnerability Scanner
crawler is able to crawl the entire website though there are some scenarios were it fails
to do so automatically. The crawler will update the website structure with the newly
discovered links and pages.

Get first URL only - Scans the index or first page of the target site only and does not
crawl any links.

Do not fetch anything above start folder - By enabling this option the crawler will not
traverse any links that point to a location above the base link. E.g. if
http://testphp.vulnweb.com/wvs/ is the base URL, the crawler will not crawl to links which
point to a location above the base URL like http://testphp.vulnweb.com.

Fetch files below base folder - By enabling this option the crawler will follow links that
point to locations outside the base folder. E.g. if http://testphp.vulnweb.com/ is the
base URL, it will still traverse the links which point to an object which resides in a sub
directory below the base folder, like http://testphp.acunetix.com/wvs/. With this option
disabled, the crawler will not crawl any objects from the root’s sub directories.

Fetch directory indexes even if not linked — When enabled the crawler will try to
request the directory index for every discovered directory even if the directory index is
not directly linked from another source.

Retrieve and process robots.txt, sitemap.xml - By enabling this option the crawler will
search for a robots.txt or sitemap.xml file in the target website, and follow all the links
specified if robots or sitemap are detected..

Ignore CASE differences in paths - By enabling this option the crawler will ignore any
case difference in the links found on the website. E.g. “/Admin” will be considered the
same as “/admin”.
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[w Enable C5A {analyze and execute JavaScript/AJAxX)

[v Fetch external scripts

[ Fetch default index files (index.php, Default.asp ...)

[ Try to prevent infinite directory recursion

[ warn user if URL rewrite is detected

[v Ignore parameters on file extensions like .js, .css, ... etc.

| " Disable auto custom 404 detection {application will use only user defined rules)
| Consider www.domain.com and domain.com as the same host

[ Enable input limitation heuristics

Screenshot 52 - Crawling Options

Enable CSA (analyze and execute JavaScript/AJAX) — The Client Script Analyzer (CSA) is
enabled by default during crawling. This will execute JavaScript/AJAX code on the
website to gather a more complete site structure.

Fetch external scripts — With this option enabled, the CSA engine will fetch all external
resources linked through client scripts running on the target. The external resources will
only be crawled and will not be scanned. If this option is not enabled and a client script
uses external resources, the CSA engine will not be able to analyze the client script
correctly, which might result in an incomplete crawl.

Fetch default index files (index.php, Default.asp ...) - If this option is enabled, the
crawler will try to fetch common default index filenames (such as index.php,
Default.asp) for every folder, even if not directly linked.

Try to prevent infinite directory recursion — Certain websites are designed in a way
which may cause the scanner to enter a loop when trying to fetch the same directory
recursively (e.g. /images/images/images/images/...). This setting tries to prevent this
situation by identifying repeated directory names in recursion.

Warn user if URL rewrite is detected — Enable this option to be notified if URL rewrite is
detected during the crawling stage of a scan.

Ignore parameters on file extensions like .js, .css etc— When enabled, Acunetix Web
Vulnerability Scanner will not scan parameters on files which are not typically accessed
directly by a user, such as js, css etc.

Disable auto custom 404 detection —With this option enabled, Acunetix Web
Vulnerability Scanner will not automatically detect 404 error pages, thereby requiring
404 recognition patterns to be configured manually. You can read more about Custom
404 Error Page rules from page 82 of this manual.

Consider www.domain.com and domain.com as the same host - If this option is
enabled, Acunetix Web Vulnerability Scanner will scan both sites www.domain.com and
domain.com and treat them as one instead of separate hosts.

Enable Input limitation heuristics — If this option is enabled and more than 20 identical
input schemes are detected on files in the same directory, the crawler will only crawl
the first 20 identical input schemes.
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Maximum number of variations: |5IZI

Link depth limitation (0 for no limit): | 100

Structure depth limitation (0 for no limit): | 15

(o o | L L« | ol 4]y s

Maximum number of subdirectories: |5IZI
Maximum number of files in a directory: | 150
Maximum number of path schemes: | 100
Crawler file imit: 100000

Screenshot 53 — Crawling Options

Maximum number of variations — In this option you can specify the maximum number
of variations for a file. E.g. index.asp has a GET parameter ID of which the crawler
discovered 10 possible values from links requesting the page. Each of these links is
considered a variation and each variation will appear under the file in the Scan Tree
during crawling.

Link Depth Limitation — This option allows you to configure the maximum number of
links to crawl from the root URL.

Structure Depth Limitation — This option allows you to configure the maximum number
of directories to crawl from the root URL.

Maximum number of sub-directories — This option allows you to configure the
maximum number of sub directories Acunetix Web Vulnerability Scanner should crawl
in a website.

Maximum number of files in a directory — In this option you can configure the
maximum number of files in a directory.

Maximum number of path schemes - In this option you can specify the maximum
number of path schemes that should be detected by the crawler. You should only tweak
this setting if you are crawling a very large website and notice that some path schemes
are not being crawled.

Crawler file limit — This option allows you to configure the maximum number of files
the crawler should crawl during a website crawl.
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File Extension Filters

[ Acunetix Web Vulnerability Scanner {Consultant Edition) 1Ol x|
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i
g £ Scanning Options ., File Extension Filters
g @II Headers and Cookies L}_‘ Exdude files from being crawled and scanned based on their extension
m
IﬂII Parameter Exdusions
r~ File Filters
GHDB Specify the types of files to be ignored by the Crawler by adding their extension to the
(3 Crawling Options Exdlude list. The default Indude value (*) will process all file-types that are notin the
&¥ File Extension Filters Bz e
(3 Directory and File Filters Indude: Exdude:
(3 URL Rewrite | |
ﬂ Options |E| Add Filter |E| Remove Selected |E| Add Filter |E| Remove Selected
[#] LAN settings =
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(@ Custom Cookies = ace
®[ Input Fields :'a!;t
i
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. Port Scanner :':;Jf
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*.avi
*avi
= bin
*bmp
*cab
*,cache
* class
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Screenshot 54 - Crawling Options - File Extension Filters

It is possible to configure a list of file extensions to be included or excluded during a crawl. This is
done by configure the extensions in one of the following:

Include List - Process all files fitting the wildcard specified.
Exclude List - Ignore all files fitting the wildcard specified.

Note: Binary files such as images, movies and archives are excluded by default to avoid unnecessary
traffic.
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Directory and File Filters

This node enables you to specify a list of directories or filenames to be excluded from a crawl. Filters
can be configured according to directory or file names, as well as through the use of wildcards to
match multiple directories or files with the same filter. Regular expressions can also be used to
match a number of directories or files. If a regular expression is specified as a filter, toggle the value
to Yes under the ‘Regex’ column by clicking on it.

[#] addURL [#] Add Filter  [=] Remove

IIRLAFilker Reges
http: /. acunetix. com/ -
icons/ Mo
a*.htm Mo
M) *hims fes
dir/[Mn]. *thtms fes

Screenshot 55 — Directory and File Filter rules
To add a directory or file rule:

1. Click the Add URL button and specify the address of the website where the directory or file
is located.

2. Click the Add Filter button and specify the directory or filename, a wild card, or a regular
expression. When specifying a directory do not add a slash ‘/’ in front of the directory name.
A trailing slash is automatically added to the end of the website URL.

Note: Directory and file filters specified for the root or any other directory of a website are not
inherited by their sub directories, therefore a filters must be specified separately for sub-directories,
as shown in the screen shot above.

URL Rewrite rules

Many web applications — such as shopping carts and off the shelf applications such as WordPress
and Joomla — use URL rewrite rules. Acunetix needs to understand these rewrite rules in order to
navigate and understand the website structure and actual files better, and to avoid crawling of
inexistent objects.

[A] URL Rewrite Editor )
M Zd & 3| ® =) F F AL ‘ﬁ,TestHuIe

Rule [Regular Expression) Replace Options

= 0 Hosthame : http://testphp.wulhweb. caom 1 global rules
@ fattist. php/subsectiond[hd+)/details/[\d+)  Aartist php?=subsection=41%detals=$2 LMC

Screenshot 56 — URL Rewrite Configuration

Adding a URL rewrite rule manually
1. Navigate to the ‘Configuration > Scan Settings > Crawling Options > URL rewrite’ node.

2. Click the Add Ruleset button to open up the URL rewrite editor window and enter the host
name of the target website for which the rule will be used. Click on the ® pbutton to open up
the Add rule dialogue.
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— Bule Froperties

Thisz rule will apply to
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" Directary rule | j

Thiz rule will apply ta

Regular expreszion |.n"artist.php.n“subseclinnf['\d+]a’detailsf['\d+]

Replace with | fartist. php?=subsection=41%details=$2

Rule optiohs
[w
¥ e
[ Match on the full URI
[ 115 URL Rawrite e

ok | Cancel

Screenshot 57 — URL Rewrite Rule

1. Specify if the rule-set is generic for the whole website by ticking General rule. If for a specific
directory only, tick Directory rule and specify the directory name.

2. In the Regular Expression input field, specify a part of the URL including regular expressions
(or a group of Regular expressions) which Acunetix Web Vulnerability Scanner should use to
recognize a rewritten URL. E.g. “Details/.*/(\d+)” indicates that everything must be matched
after the Details/ directory, as well as subsequent strings beginning with digits.

3. Inthe Replace with input field, specify the URL Acunetix Web Vulnerability Scanner should
request instead of the rewritten URL. E.g. /Mod_Rewrite_Shop/details.php?id=$1. The $1
will be replaced with the value retrieved from the first regular expression group specified in
the Regular Expression input field, in this case (\d+). For example, if Acunetix finds this URL;
/Mod_Rewrite_Shop/Details/network-storage-d-link-dns-313-enclosure-1-x-sata/1, it will
request the following; /Mod_Rewrite_Shop/details.php?id=1.

4. Tick the Last rule option to indicate that no more rules should be executed after this one.
5. Tick Case insensitive if the URLs are not case sensitive.

6. Tick Match on the full URI option so that the regular expression is executed on the whole
URI with the query, instead of the path only.

7. Tick IIS URL rewrite rule if the target website is using Microsoft Windows IS URL rewrite
rules (http://www.iis.net/download/urlrewrite).

8. To test the URL rewrite rule, enter a URL and click Test Rule.

56


http://www.iis.net/download/urlrewrite

m q C U n etix Acunetix Web Vulnerability Scanner

Importing a URL Rewrite rule configuration from an Apache web server

To import the rewrite rule logic for Apache web servers:

1. To open the Import Rewrite rules wizard, click Add Ruleset and then click Import rule . In
the filename field, enter the path of the Apache httpd.conf or .htaccess file (the file which
contains the URL rewrite rules).

2. Select the type of configuration to import (httpd.conf or .htaccess). If .htaccess is used, it is
important to specify the hostname of the website (e.g. www.acunetix.com) and webserver
directory (e.g. sales) on which the URL rewrite configuration is set.

Importing a URL Rewrite rule configuration from an IIS web server

If using Microsoft IIS as your web server, you can automatically import the rewrite rule logic:

1. To open the Import Rewrite rules wizard, click Add Ruleset and then click Import rule “ . In
the Filename field, enter the path of the web application web.config file that contains the
URL rewrite rules.

2. Select the ‘IS URL Rrewrite’ (web.config) node and specify the hostname of the website (e.g.
www.acunetix.com) and webserver directory (e.g. sales) on which the URL rewrite
configuration is set.

Note: Every Scan Settings template can have different crawler settings. Refer to page 78 of this user
manual to read more on how to modify or create new Scan Settings templates.
Custom Cookies

You can create a custom cookie, which can be used during a website crawl to emulate a user or to
automatically login to a section of the website (without requiring the Login Sequence Recorder).

2 Acunetix Web Vulnerability Scanner (Consultant Edition) - 18] x|

: File Actions Tools Configuration Help

£ | ] New Scan |'- ¥ 8 B¢ o i PR 7| | 2 [ |

=

g | Template: IDefauIt j [ x

@

g ¢ Scanning Options ., Custom Cookies

g Em Headers and Cookies L’_.'? User defined cookies to use during scan and crawl
IﬂII Parameter Exdusions -
GHDB r Custom Cookies

) ) Crawler can be instructed to use your custom cookie values. Insert your custom cookies
(3 Crawling Options bellow using the "Add Cookie”™ button.

(3 File Extension Filters

(3 Directory and File Filters (#] Add Cookie (=] Remove

(3 URL Rewrite URL | Caokie Sting
wD HTTP Options
[4] LaN settings

IﬂII Input Fields
. AcuSensor
’ Port Scanner LI
| Custom 404 2 |
| 1) Settings changed! Click Apply to save changes. Apply Cancel |
Activity Window
|F|ead_l,l | v

Screenshot 58 - Custom Cookies

To add a custom cookie:

1. Navigate to Configuration > Scan Settings > Custom cookies node
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Click on the (%] Add Cookie button to add a new blank cookie to the list.

N

Enter the URL of the site for which the cookie will be used in the left hand URLcolumn.

4. Enter the custom string that will be sent with the cookie. E.g. if cookie name is
‘Cookie_Name’ and content is ‘XYZ’ enter ‘Cookie_Name=XYZ'.

5. Click Apply to save the changes.

Tick the option “Lock custom cookies during scanning and crawling” so to never overwrite the
custom cookies with new ones sent from the website during a crawl or scan.

Configuring Input Fields to Traverse Web Form Pages

Many websites include web forms that capture visitor data, like download forms. Acunetix Web
Vulnerability Scanner can be configured to automatically submit random data or specific values to
web forms during the crawl and scan stages of a security audit.

Note: By default Acunetix Web Vulnerability Scanner uses a generic submit rule that will submit
generic and random values to any kind of web form encountered during a crawl or scan.

m Acunetix Web Vulnerability Scanner (Consultant Edition) - | Ellll

ile  Actions Tools Configuraton Help

: | ] NewScan |'- PO RENEN =Y <) g PR | F) | 2| |
=
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i
%‘_ 5§ Scanning Options — Input Fields
g QI' Head d Cooki @E Define a list of input field values to be set automatically when submitting HTML forms or
o eaers and Lookes web services,
IﬂII Parameter Exdusions -
r~ Input field —
GHDB LPHEIELE
) ) To crawl and scan certain websites and web services automatically, the values for
(3 Crawling Options spedific input fields and web service operations must be set in advance. You can use
(3 File Extension Filters wildcards to define a range of URLs for each input value.
(3 Directory and File Filters
(3 URL Rewrite
ﬂ Options | Parse from LRL
[4] LaN Settings
(3 Custom Cookies IE‘ Add New IE‘ Remove Selected IE‘ Move Up IE‘ Move Down
oii ields
SRR URL/Mame | Walue | Length |
# AcuSensor - * -
‘ Port Scanner name® ${alpharand} 1
| Custom 404 nick® ${alpharand} 1 —
*pseudo™ ${alpharand} 1
*surname * ${alpharand} 1
*cognome™ ${alpharand} -1
*famille* ${alpharand} 1
*nachname® ${alpharand} 1
; *addr* 3137 Laguna Street 1 LI
é') Settings changed! Click Apply to save changes. Apply | Cancel |
Activity Window
|F|ead_l,l | 4

Screenshot 59 - Input Fields

To specify a list of pre-defined values that must be automatically entered on a web form or web
service:

1. Navigate to the Configuration > Scan Settings > Input Fields node.

2. Enter the URL of the webpage or web service containing the specific form or list of
operations to which pre-defined values must be passed, and click Parse from URL button.

3. The resulting list will then be automatically completed with the form fields found in the
given URL.

4. Enter the values for the required fields by double clicking the respective value column. Click
Apply to save changes.
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5. Input fields also support wildcards to match a broad range of data. Below you can find a
number of examples:

e *cus*is used to match any number of characters before and after
the pattern ‘cus’

e *cus is used to match any nhumber of characters before the pattern

Ccus

e cus*is used to match any number of characters after the pattern

cus
e ?cus is used to match a single character before the pattern ‘cus’

e c?us is used to match a single character as a second character in
the pattern specified

6. Alternatively, you can configure Acunetix Web Vulnerability Scanner to automatically
randomize the values for each input field by entering the bolded variable names below in
the parameter’s value field:

e ${alpharand} — Automatically submit random alphabetical characters (a
-7 )

e $[numrand} — Automatically submit random numeric characters (0 - 9)

e ${alphanumrand} — Automatically submit random alphabetical and
numeric characters (a—z,0-9)

You can also change the priority of a specific input field by highlighting it, and then using the Up and
Down arrows to give it higher or lower priority respectively.

Note: If a unique set of data must be submitted to different forms, then a new rule-set must be
created for each form respectively.
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8. Manual Crawling using the HTTP Sniffer

.
Introduction
r N
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File Actions Tools Configuration Help
Wi O NewSean |[© @ 2 B B & SR |& & &S|
Ei EenableTraps Wl EditTraps | [ W 5 2 Status: Running on port 8080
é" Method  Details Information
5| g GET  https:// i panel/ ki text/htmk; charset=utf-8 -~
t 4 200 oK 130kb
5 POST https:/f v panel/ki text/htmk; charset=utf-8
4 200 oK 58 Kb
5 POST https:/f et panel/ki ang=/ text/htmk; charset=utf-8
4 200 oK 132kb
5 GET  https:/f et panel/key.aspx?lang i p%3d1%260...  text/htmk charset=utf-8 B
4 200 OK 75Kb
)
4 200 OK 55Kb
& GET  hitps:/ferp.acunetix.com: 443/panel/mages/olay.gif image/gif
@ W ok 976 b E
& POST  hitps://erp.acunetix.com:443/panel/edi it&id=184.. text/ht 8
% 302 Found 4240
& GET  hitps:// et p id=184&r=editc.. text/html; charset=utf-8
@ w0 ok 23K
g GET  hitps:/ferp.acunetix.com:443/scripts/feedback js appiication/x-javasaript R
s W0 ok 2Kb -
1 GET -
/panel/editcustomer.aspx?lang=eniop=edit&id=184&r=key.aspx¥3flang$3den$26id¥3d3439%26f%3dp%253d1325260 B
$253dCreatedOnt2526d:253ddescs252614%253drequlart2526£5%5253da HITP/1.1 =
2 Host: erp.acunetix.com:443
3 User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US; rv:1.9.2.8) Gecko/20100722 Firefox/3.6.8 I
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
5 Accept-Language: en-us,en;g=0.5
& Accept-Encoding: gzip,defflate
7  Accept-Charset: ISO-8859-1,utf-8:q=0.7,%:g=0.7 o
Look for: © O|a| | ||ttt
|Activity Window

Ready

Screenshot 60 — The HTTP Sniffer

The HTTP Sniffer is a proxy server that enables you to capture and edit HTTP requests and responses
exchanged between a web client (browser or other http application) and a web server.

The HTTP Sniffer can be used to manually crawl sections of a website that cannot be crawled
automatically by Acunetix Web Vulnerability Scanner. The captured data can then be loaded into the
Crawler and used to launch a scan.

To capture live traffic, your web browser must be configured to proxy through the HTTP Sniffer and
then export the logs to the Site Crawler. You can read more about this process from the following
URL; http://www.acunetix.com/blog/docs/manual-crawling-http-sniffer/

The HTTP Sniffer can also be used to analyze HTTP traffic and to trap particular POST or GET requests
that can be changed on-the-fly (manually or automatically) to emulate a ‘man in the middle’ attack.
Configuring Your Browser
To start capturing traffic, you must first configure your browser to use the Acunetix HTTP Sniffer as
proxy server:
Mozilla Firefox
1. From the Tools drop down menu select Internet Options
Select Lan Settings from the Connections tab
In the Connection section click on Settings and tick Manual proxy configuration
Set HTTP Proxy to 127.0.0.1 and Port to 8080
If you also need to capture SSL traffic, configure the SSL Proxy to 127.0.0.1 and Port to 8080

o v A W N

Click OK to save all options and close all configuration windows.
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Internet Explorer

Local Area Network (LAN) Setti [
Automatic configuration

Automatic configuration may override manual settings. To ensure the

use of manual settings, disable automatic configuration.

[ Automatically detect settings

I:| Use automatic configuration script

Proxy server

Use a proxy server for your LAN {These settings will not apply to
dial-up or VPM connections).

Address:  127.0.0.1 Part 8080

["|Bypass proxy server for local addresses

Screenshot 61- Browser Proxy Server Settings
From the Tools drop down menu click Internet Options
Click on the Connections tab and then click LAN Settings button
Tick the option Use a proxy server for your LAN

In the Address input field, enter 127.0.0.1 and enter 8080 in the Port input field.

I

If you also need to capture SSL traffic, click on the Advanced button and in the Secure Input
field enter 127.0.0.0 as proxy address and 8080 as port number.

6. Click on OK to save all settings and close all configuration windows.

Google Chrome

Google Chrome uses Internet Explorer’s proxy server settings. Therefore to use Google Chrome,
follow the procedure above and configure Internet Explorer.

Note: By default, the HTTP Sniffer proxy server listens on localhost (127.0.0.1) and port 8080. This
limits the capturing of traffic to web clients running on the same machine.

The HTTP Sniffer options in Acunetix Web Vulnerability Scanner can be accessed from the
Configuration > Application Settings > HTTP Sniffer node.

You can set the HTTP Sniffer to listen on all interfaces, so web client applications running on other
machines can proxy traffic through the HTTP Sniffer for analysis. The HTTP Sniffer port can also be
configured.

Capturing HTTP traffic
To capture HTTP traffic:
1. Go tothe Tools > HTTP sniffer node
2. Click on the Start button to enable the HTTP Sniffer.

3. From your browser, browse the website that you are interested in. All HTTP requests and
responses will be listed in the main window.

4. Click on a request or response to view the complete details. All the requests/responses will
be displayed in the lower window pane.

5. Click Stop when browsing is complete. Keep in mind that when the HTTP Sniffer is stopped,
the web browser will lose its connection to the target URL.

6. You can then save the browsing logs, and load them into the crawler. Click Save to store the
logs.
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Go to Tools > Site Crawler and click on the Build structure from HTTP sniffer log button. Browse to
the sniffer log you just saved.

The crawler will build the structure. You can then right click on the site and scan it from within the
Crawler, or save the crawl results and load them into the web scanner.

For more information about using the HTTP sniffer:

http://www.acunetix.com/blog/docs/manual-crawling-http-sniffer/

HTTP Sniffer Trap Filters

Through an HTTP Proxy trap filter, you can configure the HTTP Sniffer to intercept an HTTP request
for it to be manipulated in real-time before it arrives to the server. You can do the same for HTTP
responses.

[ [m] HTTP Traps I

d lj H Rule Template: | <Select a e template from the list belows -
Log Server shing
Rule type @’ Log
Apply o Response headers
Reqular expression (FIServer s ?(["WAnF P
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[} E| Trap 45P and PHP requests Riequest headers (A IGETIPOST el 0. aspls. phpll( 214 ) Phsl.
[] [#] Trap requests Fequest headers (A" IGETIPOST . sHTTRA[O1])
= IE‘ Trap requests with get variables Reguest headers [P GETIPOST he 8?2 %sHTTRAL[01]
[} E| Trap requests with post variables Request headers [FlContent-Type: (application/s-www-form-urlen...
[] [#] Trap responses Response headers [P HTTRA [01]hs
= IE‘ Don't rap images, css, scripts Reguest headers [P [GETIPOST el I GIFJ PG JPEGLPNG]...
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-,,h- Highlight PHF ernor messages Response [7ill<b> [waminglF atal\serrollParsebsemor|< /b, <div style="clear. both; background-c.|
= ,b Remave gzip.deflate enconding Request headers [#sccept-Encoding:hsgeip deflater?n
= _& Replace user agent Request headers [7i)U serdgent: [vs] 2 n]? Userdgent: whS/2.0
[} 5’ Log get variables Fiequest headers (A IGETIPOST e heHTTRAL[01] Get vars are: $2
= 5’ Log Hozst string Request headers [FiHost W 2([ ] P Haost: $1
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= 5’ Log #-Powered-By string Response headers  [7if<-Powered-By s ?([™hn)ur?in H-PoweredBy: $1
4 m |

Screenshot 62 - HTTP Sniffer Edit Trap window

Creating a HTTP Sniffer Trap Filter
1. Inthe HTTP Sniffer toolbar, click on the Edit traps button to launch the HTTP Traps window.

2. Select a trap rule template, e.g. trap requests, and trap ASP or PHP requests. This will load
up a preconfigured trap which you can edit.

3. Alternatively you can create a new trap by first entering a description for the rule.

4. Specify the rule type from the following 4 options:

e [®include - Configure which HTTP requests and responses should be
trapped.

e [=]Exclude - Configure which HTTP requests and responses should
excluded.

o i Replace or change rules - Configure which HTTP requests should be
automatically changed based on the given expression.

o« ¥ Logging rules - Configure which HTTP requests or responses should
be logged in the Activity window.
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5. The type of traffic that will be captured by the trap must also be configured. Traps can be set
to capture all traffic, HTTP requests only, request headers only, etc.

6. Inthe Regular expression option, enter a regular expression that matches the data you
would like to trap.

7. Once the new trap is ready, click on the ‘Add...” button to save the new trap. This will add the
trap and automatically enable it. You can enable/disable traps by clicking on the tick box in
front of the trap rule.

8. Click the ‘OK’ button to return to the HTTP Sniffer dialog and click on the ‘Enable traps’
button to activate the traps in the HTTP Sniffer.

The Trap Form

r Bl
[ HTTP Trap =5
HTTP/1.1 200 0K
Structured ‘ Teut Oy
FEEBA A
Header Name: Header VYalue !
Date Fri, 30 Jul 2010 15:08:03 GMT (|
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*-Powered-By PHP/5.1.2
Content-Length 3895
Keepiive fimenut=15, max=1001
Content-Type text/htnl; charset=UTF-8
Prowp-Connection Keep-dlive
Look far: © 0| | | [ Plain test -

1<!DOCTYPE HTML PUBLIC "-//W3C//DID HIML 4.01 Transitional//EN"
2 ntep: //www.w3.0rg/TR/htmld/loose.dtd">

[ »

3 <html><!-- InstanceBegin
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codeCutsideHTMLIsLocked="false" -->

4 <heads]

H<meta http-eguiv="Content-Type" content="text/html; charset=isc-8859-2">
[

T <!-- InstanceBeginEditable name="document_title_rgn" -->

8 <title>Home of Acunetix Art</title>

9<!-- InstanceEndEditable —->

10<link rel="stylesheet" href="style.css" type="text/css">

11<!-- InstanceBeginEditable name="headers rgn" -->

12 <!-- here goes headers headers -->

13 <!-- InstanceEndEditable —-> i
4. - - e m o m - be m - m

Screenshot 63 - HTTP Sniffer Trap form

When an HTTP request or a response is trapped by the HTTP Sniffer, the HTTP Trap window will
automatically appear to allow you to edit the captured data. Similarly to the HTTP Editor, the Trap
Form editor allows you to edit headers, cookies, queries, and post variables. Click OK to allow the
HTTP request or response through.

Editing a HTTP Request without a Trap

If you want to edit a HTTP request without setting up an HTTP trap, right click on a request or a
response and select Edit with the HTTP Editor. Click Start in the HTTP Editor to send the HTTP
request to the server
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9. Compare Results Tool

.
Introduction
[A] Acunetix Web Vulnerability Scanner (NER Evaluation Edition) 9 X B | S )
: File Actions Tools Configuration Help
Nesn|B @ P EGECs 6 B|2a|E3|0|E
fEn
8| [ci\sersichale peskisp scant. s = ... [ [cowsersihalie\peskiop\scanz v - .
2 [ Name Status Name Status.
- Possible sensitive directories (3) @ @) Possible sensitive diectories (3) Bl
URL redirection = @ URL redirection (1)
Password type input with autec... @ Password type input with autoc. .
Broken links (1) @ @ Broken links (1)
@ GHDB: Generic MySQL error me. @ GHDB: Generic MySQL error me.
@ Emal address found (7) @ Email address found (16)
= & Knonledge Base (1) = & Knowledge Base
List of open TCP ports =
= (1 Site Structure £ () Site Structure
Er (@ Root Ok (200) B @ Root Ok (200)
25 admin 2 admin
Py cvs P9 cvs
(@ AlaxX Ok (200) 1D AAX Ok (200)
(@ Flash Forbidden (403) E (@D Fiash Forbidden (403)
(@ images Ferbidden (403) 1% images Forbidden (403)
(& secured Ok (200) 1 secured Ok (200)
[B% index.bak [ index.bak 2
[ artists.php Ok (200) artists.php Ok (200)
[& cart.php Ok (200) cart.php Ok (200)
[ categories.php Ok (200) categories.php Ok (200)
[ disclaimer.php Ok (200) disdaimer.php Ok (200)
[& favicon.ico Ok (200) favicon.ico Ok (200)
guestbook.php Ok (200) [© ouestbook.php ok (200)
- [ index.php Ok (200) index.php Ok (200)
[ tistproducts.php Ok (200) listproducts.php Ok (200)
[ login.php Ok (200) login.php Ok (200)
| S Mind Eond FARM =1 | = N Nab Emromd £ARN L
Mmacunetix WEB APPLICATION SECURITY
I =
Compare Results =
M Ao 4 © 2010 All Acunetix WVS v7.0 Build 20100726
|Activity Window
Ready [ y

Screenshot 64 — Compare Results Tool

The Compare Results tool allows you to analyze the differences between the results of two separate
scans of the same application. You can compare a full security scan or just the site crawler data.

Comparing Results
To compare two saved scan results;

1. Go to the Compare Results node in the Tools Explorer.

2. Inthe Compare Results toolbar, specify the path of the first scan file. In the second edit box,
specify the path of the second scan.

3. Click on the Compare button ] to launch the compare tool.

4. Specify which items you wish to compare such as Referrers, HTTP headers etc. The list of
items that are enabled for comparison can be saved as a new template by renaming the
template and clicking the Save button. Click Start to begin the comparison.

Note: For large websites, the file structure comparison process may take longer to complete.

Analyzing the Results Comparison

Once the comparison is complete, the results are shown in a two-pane interface. The left pane
contains the contents of the original scan while the right hand pane contains the results of the
second scan. The middle column shows icons indicating the comparison result for the items in that
line based on the following indicators:

There are no changes.

[#] This item was added in the new version.
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=] This item was deleted from the new version.

This item was changed in the new version.

Click on the result icon in the middle column to display the details in the window below the
comparison. These details show the changes detected between the two scans, such as the number
of items detected and the items that have been added or deleted.
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10. Scanning Web Services

Introduction

Web Services, like any other internet-dependent systems, present new exploit possibilities and
increase the need for security audits. The Web Services Scanner performs automated vulnerability
scans for Web Services and generates a detailed security report of the results.

[A] Acunetix Web Vulnerability Scanner (NFR Evaluation Edition)
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Screenshot 65 — Web Services Scanner

Starting a Web Service Scan
1.

From the ‘Tools Explorer’ select Web Services Scanner and click the New Scan button in the

toolbar to launch the Web Service Scan Wizard. Specify the URL of an online or local WSDL
and choose a scanning profile. Click Next to proceed.

In the ‘Selection’ step, select the Web Services, Ports and Operations that must be scanned.

The number of inputs accepted by each operation and the URL of the ports will be displayed

in the Details section.

‘Default Values’ step.

Enter specific input values (optional) for the scanner to use as Web Service Operations in the

4. Proceed to the scan summary, review it and click Finish to launch the scan.
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Web Services Editor

[A] Acunetix Web Vulnerability Scanner (NER Evaluation Edition) X x X . | S )
File Tools Configuration Help
INewSean [[& 2 0 B D BRSO R E|F @S]
EZ ‘WSDL URL: | http: fftestaspnet. vulmweb. com/acuservice service. asmx?WSDL ~| 5 B mport
g Editor ‘\"/SDL Structure  WSDL
8| service: [ Service v | Port: [ ServiceSoap12 v | Operation:| % HelloUser ~| Wysend [ TP Editar
Request | S0AP
B {3 0peration HelloUser
T R el

xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/™ xmins:xsi=
.0rg/2001/RMLSchema-instance™ xmlns:xsd="http://www.w3.orq/2001/XMLSchema">

ody>
<HelloUserResponse xmlns="htip://Tempuri.org/">
<HelloUserResult>Hello &lt;hello&gt:</HelloUserResult>
</HelloUserResponse>
</30ap:Body>
</soap:Envelope>

CoNomEL N

Look for: © 0@ | r g B[ >

|Actvity Window

Fleady

Screenshot 66 — Web Services Editor

The Web Services Editor allows importing of online or local WSDL for custom editing and execution
of various web service operations, for an in depth analysis of WSDL requests and responses. The
editor also features syntax highlighting for all languages, making it easy to edit SOAP headers and
customize manual attacks. Editing and sending of Web Services SOAP messages is very similar to
editing normal requests sent via the HTTP Editor.

Importing WDSL and Sending Request

1. Click on the ‘Web Services Editor’ node in the tools explorer and enter the URL of the WSDL,
or locate the local directory where the local WSDL file is stored. Click Import to import all

WSDL information.

2. From the drop down menus in the toolbar, select the Service, Port and Operation that must
be tested.

3. Specify a value for the operation and click Send to pass the SOAP request to the web service.
The web server response can then be viewed in a structured or XML view type in the lower
window pane.

Response Tab

Displays the response sent back from the web service in raw XML format.

Structured Data Tab

Presents the XML data received from the web service response using a hierarchy of nodes that show
the value for each element.

WSDL Structure Tab

Presents a detailed view of the web service data as provided by the WSDL Structure.

The WSDL information is structured in the form of nodes and sub-nodes and the main nodes of the
tree structure are XML Schema and Services.
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The XML Schema node lists all the ComplexTypes and the Elements of the web service. The Services
node lists all the web service ports and their respective operations together with the resource
details of the source of the SOAP data.

A more detailed WSDL structure can also be shown by ticking the Show detailed WSDL structure at
the bottom of the screen. This will provide extensive information for each sub-node of the Services
node structure such as input messages and parameters.

WSDL Tab

This tab shows the actual WDSL data in the form of XML tags. Using the toolbar provided at the
bottom of the screen you can search for certain keywords or elements in the source code and also
change the syntax highlighting if needed.

HTTP Editor Export

In the Web Services Editor you can export a SOAP request to the HTTP Editor by clicking on the HTTP
Editor button in the Web Services Editor toolbar. The HTTP Editor tool will automatically import the
data so the request can be customized and sent as an HTTP POST request.
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11. The Scheduler

Introduction

The Scheduler application allows you to schedule scans at a convenient time without requiring
Acunetix Web Vulnerability Scanner or the Acunetix Web Vulnerability Scanner Scheduler Interface
to be running.

Configuring the Scheduler service

The Acunetix Scheduler has a web-based interface that can be configured through the Acunetix Web
Vulnerability Scanner application settings. To access the Scheduler service settings navigate to
Configuration > Application Settings > Scheduler node.

Configuring the Scheduler web interface

— Weh Interface

Listen on port  |3181 jl http: A Alocalhost: 8181/

[ Allow remote computers to connect
[ Use HTTPS

Change administrative password

Screenshot 67 — Scheduler web interface configuration

By default, the Scheduler web interface is only accessible via localhost and on port 8181
(http://localhost:8181). If you would like the Scheduler web interface to be accessible from other
remote computers, tick the Allow remote computers to connect option. When enabled, you will be
prompted to specify a username and password for HTTPS to be automatically enabled. For security
reasons, login credentials must always be defined when the scheduler web interface is configured to
be accessed remotely.

Note: When you change any of the Web Interface settings, upon clicking the ‘Apply’ button restart
the ‘Acunetix WVS Scheduler v8’ Windows service from the Windows Services console.

Scan Options

Scan
Scan results save folder |C: \Users\Public\Documents\Acunetix WYS 81 =
Mumber of parallel scans |2 jl

Screenshot 68 — Scheduler scan options

In this section you can specify the path where the Acunetix Web Vulnerability Scanner scan results
should be saved. By default, the scan results are saved in the My Documents folder of the Windows
Public user profile in the Acunetix WVS 8 sub directory.

Scanning multiple websites

From this section you can also configure the number of parallel scans launched in Acunetix Web
Vulnerability Scanner. E.g. if you want to scan 4 websites and their scan schedule overlaps, instead
of the scans being queued, another instance of Acunetix Web Vulnerability Scanner is automatically
started and the scans will be launched in parallel. If you are scanning a large number of websites it is
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suggested to increase the number of parallel scans so their schedule does not overlap. Maximum
number of parallel scans is 10 if you have the x10 instances license.

Note: The maximum number of scheduled scans that can be configured in the Acunetix Web
Vulnerability Scanner scheduler is 2000.

Configuring Email notifications

r— Email Notifications

[v Send email notifications when scans are finished

SMTP server to be used for sending email notifications:

Server ip/hostname | 172.16.180. 106 Port |25 jl

[w The SMTP server requires authentication

Username |robert

Password

Email address where you will receive the email notifications

To |ra @acunetix.com

cC ch @acunetix, com|

Click Here to Verify Settings |

Screenshot 69 — Scheduler email notifications

In this section you can specify the settings for email notifications, such as SMTP server IP or FQDN,
port, SMTP server authentication (optional), and the email address where notifications will be sent.

Excluded hours templates

— Exduded Hours Templates

Define time intervals when scanning is allowed/disallowed.

Running scans will be paused and resumed accordingly.
E| Add E| Remove Selected E Edit

Nine to five
Mo weekends
Except working hours

Screenshot 70 — Excluded Hours Templates

In the ‘Excluded Hours Templates’ section you can specify a range of hours to pause on-going scans.
E.g. if you do not want to scan your website during times of high-traffic.

Excluded Hours Template x|

— Template

Mame INew template

. Allowed
I Mot allowed

ak. | Cancel I
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Screenshot 71 — Excluded Hours Configuration

To add a new ‘Excluded Hours Template’ click on the Add button and then:
1. Specify a name of the template in the Name input field.
2. Highlight the hours of the day when scans should not run.
3. Click OK to save the new template.

Note: If a scan is still running during the excluded hours, the scan will be automatically paused and
resumed again when scanning is allowed.

Creating a Scheduled scan

1. Access the Scheduler interface by clicking the Scheduler Icon @ on the toolbar in the
Acunetix Web Vulnerability Scanner interface, or browse http://127.0.0.1:8181 using a web
browser.

Note: JavaScript should be enabled to access the Acunetix Scheduler web interface.

Macunetix wes APPLICATION SECURITY

® New scan ¢ Import CSW

Screenshot 72 — Acunetix Scheduler web interface

2. Click on the New scan button to add a new scan. You can add as many scans as you wish. If
the scan schedule overlaps, they will be scanned in parallel. You can increase or decrease the
number of parallel scans from the Scheduler configuration in the Acunetix Web Vulnerability
Scanner application settings.

3. If you would like to import a number of scans (up to 2,000) using a CSV file, click on the
Import CSV button. You can read more about this feature from page 73.

Scheduled Scan Basic Options

M

Basic options

Scan type: |Scan a single website j
Website URL: I
Recursion: |Or1ce =
Date: [19/25/2011
Time: |1];15

» Advanced options
+ Crawling options

+ Scan results and reports

OK Cancel
Y

Screenshot 73 — Acunetix Scheduler Basic options

The Basic Options allow you to specify what target/s to scan as well as the scan recursion. The
recursion option gives you the option to configure the Scheduler to run a scan Once, Every Day,
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Every Week, Every Month or Continuous. Set a specific day number if schedule is set to weekly or
monthly, e.g. 2™ day of the week or 21° day of the month.

Scheduled Scan Advanced Options

» Basic options

Advanced options

Scanning profile: | Default

Login sequence: |<none>

Scan settings: |Defau|t

Scan mode: | Heuristic

Ll L] el ] e

Excluded hours: |<none>

+ Crawling options

» Scan results and reports
OK Cancel
Screenshot 74 — Acunetix Scheduler Advanced options
The Advanced Options allow you to configure:

e Scanning Profile

e Login Sequence

e Scan Settings template

e Scan Mode

e Excluded Hours Template

Scheduled scan results and reports

_ﬁ

+ Basic options

» Advanced options

Scan results and reports

¥ save scan results to database
I save scan logs
T Generats report
Report format: [FOF =

Report template: [Beveloper Report =

Email address for notifications: I

OK Cancel
4

Screenshot 75 — Acunetix Scheduler Scan results and Reports

In this section you can specify to save the scan results to the reporting database, save the scan logs,
and generate a report. You can also specify in which format you want the report to be generated
and an email address where the scan result is to be sent. If no email address is specified in this
section, the email address specified in the scheduler settings is used.

In addition, the Report template field allows you to specify what report template to use. You can
choose among four templates which are Affected Items, Developer Report, Executive Summary and
Quick Report.
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Importing Scheduling Scans

If you would like to schedule up to 2,000 scans you can use a CSV file to import the scheduled scans
properties.

CSV File Properties

Each line in the CSV file should only contain 1 scan. For each scan you should specify the below
properties:

e  URL- Specify the URL with or without protocol (http and https). If no protocol is specified,
http is used. This entry is mandatory.

e Date- Specify the date when the scan should be launched. The date format is DDMMYYYY
and should be single string. E.g. If a scan is to be scheduled for the 5" of November 2012,
the date should be 05112012. This entry is mandatory.

e Time- Specify the time when the scan should be launched. The time format is 24 hours and
should be a single string of 4 digits. E.g. 10am should be 1000 and 10pm should be 2200.
This entry is mandatory.

e Scanning Profile- Specify the name of an existing scanning profile to be used during the scan.
If not specified, the default scanning profile will be used during the scan.

e Login Sequence- Specify the name of an existing login sequence if you want to use a login
sequence during the scan. If nothing is specified, no login sequence will be used during the
scan.

e Scan Settings- Specify the name of an existing scan settings template. If no scan settings
template is specified, the default scan settings template will be used.

e Scan Mode- Specify the scan mode to be used during the scan. The options are quick,
heuristic and extensive. If no scan mode is specified, the default scan mode will be used.

e Generate Report — Specify if a report should be generated after the scan. The options are
yes or no. If nothing is specified, no report will be generated.

e Report Format- If you specified the generate report option, then you have to specify the
report format as well. The options available are PDF, RTF, REP or HTML. If you do not specify
any format, a PDF report will be generated.

e Notification Email Address- Specify the email address where the email should be sent upon
completion of the scan. If an email is not specified, the default email address configured in
the Acunetix Web Vulnerability Scanner GUI will be used.

If you would like to omit an entry so the default value is used, simply leave a space between the
commas. Some examples follow:

Example 1: To scan testphp.vulnweb.com on the 5" of November 2012 at 10pm using the default
values, use the below line in the CSV file:

http://testphp.vulnweb.com,05112012,2200, , , , , ,,

Example 2: To scan testasp.vulnweb.com on the 5" of November 2012 at 3:15pm using the XSS
(Cross-site scripting) scanning profile, without login sequence, default scan settings, using the
extensive scanning mode, generate a PDF report and send the results to results@myemail.com, use
the below example:

http://testasp.vulnweb.com,05112012,1515,XSS, , ,extensive,yes,PDF,results@myemail.com
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Note: Scans imported from a CSV file will only be executed once. It is not possible to configure
recurring scans using the CSV file import feature.
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12. Application Settings

Acunetix Web Vulnerability Scanner configuration settings can be accessed from the ‘Configuration >
Application Settings’ node in the Tools Explorer window pane.

[2) Acunetix Web Vulnerability Scanner (Consultant Edition)

e Actions Tools Configuration Help
P Newsan |[& 0 P 2 IE R

Tools Explorer ][5 appication Updates
[a] Vieb Voiner ability Scanner 1

aging
-[@h Web Scanner &
5 Todls @ Database

L3 Site Crawler ., HTTP Authentication
i p) Target Finder

+- 24, subdomain Scanner Clent Certficates

i+ Blind SQL Injector 82 Login Sequence Manager
-5 HTTP Editor
4@, HTTP Sriffer
HTTP Fuzzer
Authentication Tester A3 Scheduler
¥ Compare Results
{7 Web Services

i--&¥| Web Services Scanner

“g™ Web Services Editor
= configuration

i [%] Application Settings

+[4) scan Settings

+ ] Scanning Profiles

False Positives
&, HTTP Sniffer

Miscelaneous

! AcuSensor Deployment

ol P o RmR ER [l |5

, Application Updates
g Configure the updater and it's network settings

=10l

Updates
’7 Check for updates: | When "Check for updates™ is iicked

=]

HTTP Proxy for program updates

If your company is using different settings for acessing the internet (web) and intranet,
below you can configure the proxy used for program updates (the proxy for accessing

the internet).

[ Use an HTTP proxy server

Hostname:

Username: |

Password: |

Port [5080

T General
14 Program Updates
&[] version Information
i@ Licensing
i@ Suppart Center
i) purchase
{-4&] User Manual (html)
+-4@&] User Manual (pdf)
fem AquSensor

Ay Cancel
Activity Window

[Ready [ Y

Screenshot 76 — Application Settings

Application Updates

From this node you can configure when the application checks for both vulnerability and application
updates. You can also configure the Proxy Server settings if your Internet connection must be
accessed via a proxy server.

Logging

From the Logging node, you can configure which actions logging severities are logged. You can also

specify how many log files to retain. Note that some log files may contain a lot of information (such
as the one which logs the HTTP requests and responses)

Database

You can configure the database that you would like to use for the scan results. This database will be
used to generate reports using the Web Vulnerability Scanner Reporter.

HTTP Authentication

Refer to page 28 of this manual for information about the HTTP Authentication options.

Client Certificates

Some websites require client certificates to identify a client before access is granted. These
certificates may be configured in Acunetix Web Vulnerability Scanner by specifying the URL to be
used during a crawl or a scan. To do this:

Navigate to ‘Configuration > Application Settings > Client Certificates’

Specify a certificate location by browsing to the certificate with the Browse icon next to the
Certificate file text box and enter the certificate password in the Password text box.

75



m q C U n etix Acunetix Web Vulnerability Scanner

Enter the URL which needs a client certificate to be accessed. Click on Import and Apply to save the
certificate information.
Login Sequence Manager

The Login Sequence Manager allows you to manage your recorded login sequences, including the
ones that have been defined prior to a scan. You can add, edit or remove Login Sequences from this
node.

False Positives

When a specific vulnerability is marked as False Positive in the scan results, it will be listed in this
node. Press on the - button to remove a vulnerability from the list of False Positives.

Note: False positives are site-specific, by URL and file. Therefore if you mark a XSS vulnerability on
http://www.testphp.vulnweb.com/artists.php as false positive, if you scan another site this
vulnerability will show up again if it is discovered.

HTTP Sniffer

From the HTTP Sniffer node, you can specify the interface and the port that the HTTP Sniffer will
listen on.

Scheduler

From the Scheduler node, you can configure the settings for the Acunetix Web Vulnerability Scanner
Scheduler service. More information can be found in The Scheduler chapter on Page 69
Miscellaneous

From this node, you can configure the options specified below:

Memory Optimization

Enabling this option instructs Acunetix Web Vulnerability Scanner to store temporary data in the
specified location instead of system memory. Acunetix Web Vulnerability Scanner must have full
access to this folder. This will greatly reduce overall memory usage.

In this section you can also configure the amount of memory the crawler should use. If during a
crawl the crawler consumes the configured amount of memory, the crawl will stop and the scanning
will proceed.

Display Options

Display custom HTTP status information - Display the full HTTP response status line
header and the corresponding status string.

Display HTTPS status icon —Enable this option to show a padlock icon next to files or
directories that are accessed via HTTPS and not HTTP.
Password Protection

In this section the user can set a password to restrict access to the Acunetix Web Vulnerability
Scanner main interface and all the other Acunetix Web Vulnerability Scanner applications, such as
the Reporter.

To create a new password, enter the password in the fields New Password and Confirm New
Password.
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To remove password protection, enter the current password in the field Current Password and leave
the other 2 fields blank.

AcuSensor Deployment

From the AcuSensor Deployment node, you can configure the settings for the AcuSensor and
generate the AcuSensor Installation Files. More information on this can be found in the Installing the
AcuSensor Agent Chapter on page 18.
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13. Scan Settings Templates

Scan Settings can be configured exclusively for a specific URL and saved as Scan Settings Templates.
If you frequently need to scan multiple websites that require different settings, Scan Settings
Templates can be recalled quickly and easily without the need of any reconfiguration.

2] Acunetix Web vulnerability Scanner (Consultant Edition) —10l x|
le Actons Tools Configuration Help
Inewsen |[& 3 2 B B D @ |E e B P25
xplorer Bl Template: [Default = 0 x
[/] vieb vuinerability Scanner — s Opti
~[@ Web Scanmner =¥ Scanning Options = canning Oplions
S Tk 5] readers and Cookies %’ Configure the Acunetix scanning engine
(3 Site Crawer =]} Parameter Exclusions -
,; ;a;g;t F\nd;r GHoB [~ Scanning options
~LE, Subdomain Scanner il | Disable alerts generated by crawler (2.g. broken links, file inputs)
5] Blind SQL Injector (37 Crawling Options
5 HTTP Editor (3 File Extension Fiters Scanring mode: |Heuristic x| Hel
44, HTTP Sniffer (@ Directory and File Fiters
4 HTTP Fuzzer 3 URL Rewite Limit crawl recursion to [5 -3 iterations. (use 0 to disable cran recursion)
5 Authentication Tester
-7 Compare Results 4] HTTP Cptions [ Enable port scanning
B Web Services [ an setengs | Collect uncommen HTTP requests (HTTP status cods 500, no headers, ...)
47| Web Services Seanner | (3 Custom Cookies
&= Web Services Editor e p— [+ Abort scan if the server stops responding. Abertafter |25 3| network errors
& Confiuration [ Use cookies set by the site during scanri
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~[Z] Scanning Profiles | Custom 404 [ List of hosts allowed
B General Some websites may link to files on other hosts. (ex. img.domain,com). You should include
@ Program Updates here all the hosts that you want to be scanned.
i) Version Information The hestname can be specfied using wildcards
2P Licensing (ex. ™=.domain.com” or *host?.domain.com?).
] Support Center Hocke
&) Purchase
-] User Manual (himl) I
&) User Manual (pdf) [#] addHost =] Remove Selected
= AcuSensor
Apply Cancel
Activity Window
|Ready [ 4

Screenshot 77 — Scan Settings templates

Creating, modifying, or deleting Scan Settings templates

To create a new Scan Settings template click the X button and specify a name for the New Scan
Settings template. To delete an existing Scan Settings template, select it from the ‘Template’ drop
down menu and click the > button. To modify an existing Scan Settings template, select it from the
‘Templates’ drop down menu, make the necessary changes and then click Apply. Below is a detailed
list of all the options available for each Scan Settings template.

Scanning Options

Disable Alerts generated by crawler - Select this option to disable crawler related alerts
—such as broken links, file inputs and files which their name indicates that they can be
dangerous etc. — from being reported.

Scanning Mode - From this section you can select the Scanning Mode which will be
used during both the crawling and scanning stage of the target website. The scan mode
will determine how both the crawler and the scanner will treat website parameters
(also known as inputs), which will affect the number of security checks launched against
the website. The following scanning mode options are available:

e Quick - In this mode, the crawler will only fetch a very limited number of
variations of each parameter, because they are not considered to be
actions parameters. Action parameters are designed to control the
execution flow of the server scripts. Such scanning mode should only be
used with small and static websites.

e Heuristic - In this mode, the crawler will try to make heuristic decisions
on which parameters should be considered as action parameters. It will
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try to fetch the most possible values of each parameter. This will result
in a larger number of different variations, and therefore the scanner will
launch more security checks against the website. This scanning mode is
the most efficient and accurate one, and is recommended as the
scanning mode of choice unless there are specific reasons to use other
scanning modes.

e Extensive - In this mode, the crawler will fetch all possible values and
combinations of all parameters. This will lead to a much larger number
of variations, and therefore the scanner will launch an extensive amount
of security checks against the website. This scanning mode should only
be used for specialized security audits since it can take a considerable
amount of time to finish.

Limit crawl recursions to X iterations - After a site is crawled and vulnerability scanning
has started, the scanner can still discover new objects — for which a new crawl will be
started. This is called iteration. Configure the maximum number of crawl iterations
that can happen during a website scan.

Enable Port Scanning — Enable this option to port scan the web server on which the
target website is hosted during a web security scan by default. For more information
about the Port Scanner and Network Alerts, refer to page 7 of this manual.

Collect uncommon HTTP Requests - Acunetix Web Vulnerability Scanner can report any
uncommon server response that might include sensitive data, such as internal server
errors. These alerts are reported under the ‘Knowledge Base’ node in the Scan Results
window.

Abort Scan if the server stops responding - Configure the maximum number of network
errors the scanner must encounter before completely aborting the scan.

Use cookies set by the site during scanning — By default, Acunetix Web Vulnerability
Scanner ignores the cookies sent by the website during the scan but uses the ones
discovered during the crawling process. Enable this option to always use the latest
cookies provided by the website; ignore the cookies discovered in the crawl and use the
ones the website is sending during the scan.

List of hosts allowed - By default, Acunetix Web Vulnerability Scanner will not crawl
links outside the target URL. However, some links on some websites link to external
locations outside the target URL and may require being included in the scan. Configure
Acunetix Web Vulnerability Scanner to include and follow these links in the ‘list of hosts
allowed’ field. Enter the host name or IP address of the domain to be included in a
crawl / scan and click the + button to add the entry. E.g. when scanning
testphp.vulnweb.com there are links which link to www.acunetix.com.

Note: Hostnames can be specified using wildcards e.g. “*.domain.com’, which includes all websites
with a suffix of .domain.com such as sales.domain.com. A question mark can also be used as a
wildcard, e.g. ‘host?.domain.com’, would include all websites with one character added after ‘host’
such as hostl.domain.com.

Headers and Cookies

In this node, you can configure all the options related to manipulation of HTTP Headers and Cookies.
The options are:
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Test cookies for all files — By default, Acunetix Web Vulnerability Scanner will only try
to manipulate cookie data and use it against files that contain GET and POST
parameters. If this option is enabled, Acunetix Web Vulnerability Scanner will also try
to use manipulated cookie data against static files.

Manipulate the HTTP headers below — A number of Acunetix Web Vulnerability
Scanner security checks try to manipulate HTTP headers. This section lists the HTTP
headers Acunetix Web Vulnerability Scanner will try to manipulate during a scan. If you
are testing a web application that uses other custom HTTP headers that you would like
to test, you can add them to this list by clicking on the + button. Use the - button to
remove the highlighted header from the list. By un-ticking the Manipulate the HTTP
headers listed below option you will disable all HTTP headers manipulation tests.

Parameter Exclusions

Enables you to specify parameters that must be excluded from a scan. Some parameters cannot be
manipulated without affecting the user session and will therefore not be manipulated during a scan.
You can also select not to test all possible values.

Note: Parameters specified in the Parameter Exclusions list will only be excluded from a scan but will
still be crawled.
Adding a parameter to the exclusion list

1. Specify a URL in the URL textbox to exclude the parameter when scanning the specified URL
only. Use a * wildcard to exclude the parameter from every scan.

2. Type the parameter name to be excluded in the ‘Name’ textbox and select for which type of
HTTP verb it should be excluded from the ‘Type’ drop down menu. Select ‘Any’ to exclude
the parameter in any type of HTTP verb.

3. Click Apply to save your changes.

GHDB (Google Hacking Database) Options

By default, all GHDB (Google Hacking Database) tests (1450+) are launched against a website during
a scan. From the ‘Settings > GHDB’ node, you can configure which GHDB vulnerability checks you
want to test for.

Filter the list by entering a keyword (e.g. sql) in the ‘Filter GHDB’ text box. Click on Uncheck Visible
to uncheck all vulnerabilities that match with keyword and exclude them from a default scan. Click
Check Visible to check all entries again and include them in a default scan.

Crawling Options

Refer to page 51 of this manual for more information on the crawling options.
HTTP Options

HTTP General

User agent string — Configure what user agent header string Acunetix Web Vulnerability
Scanner should use when accessing a target website. You can click on < to use a
predefined user agent string or you can specify your own custom user agent string by
manually typing it in.

Maximum number of parallel connections — Specify the maximum number of HTTP
connections made to a target website. If overloaded with requests, some target servers
might crash or reject new connections.
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HTTP request timeout in seconds — Specify how long Acunetix Web Vulnerability
Scanner must wait for a HTTP response before considering it as timed out.

Delay between consecutive requests in milliseconds — Configure the delay between
each HTTP request Acunetix Web Vulnerability Scanner sends to the target website.

HTTP response size limit in kilobytes - Maximum HTTP response size accepted by the

crawler. Larger HTTP responses than the specified size will not be crawled (with this

option you are controlling the maximum size of the requested files).
Custom HTTP Headers
In this section you can specify custom HTTP Headers that Acunetix Web Vulnerability Scanner should
include with the other standard HTTP headers while automatically crawling and scanning a website.
LAN Settings

For more details on configuring LAN and proxy settings refer to page 23 of this manual.

Custom Cookies

For more details on configuring custom cookies refer to page 57 of this manual.

Input Fields

For more details on configuring input fields refer to page 58 of this manual.

AcuSensor

For more details on configuring AcuSensor refer to page 18 of this manual.

Port Scanner

While scanning a website you can also choose to launch a port scan against the web server hosting
the site. The port scanner will scan the web server using a specific list of ports. If a port is found to
be open, the port scanner will identify what network service is running on that port and will launch a
number of security checks specifically targeting the discovered network service.

Therefore if a DNS server is discovered, tests such as DNS open zone transfer and DNS open
recursion tests are run against the network service. The Port Scanner configuration options are:

Number of sockets used for scanning — Specify the amount of network sockets to be
used by the Port Scanner module. The larger the number the faster the scan will be, but
it will also increase the load on the web server.

Connection timeout (in seconds) — Specify the timeout in seconds, i.e. if there is no
response when trying to connect to a port within the specified amount of seconds, the
port will be considered as closed.

List of scanned ports — The list of specified ports for which the Port Scanner will check.
Use the + button to add a port and a description and use the - button to remove
selected ports from the list.

A list of open ports on the server will be displayed in the scan results under ‘Knowledge Base > List of
open TCP Ports’ in the Scan results window pane.

Note: The Network Alert Scripts (Network security checks) are fully scriptable thereby allowing you
to write new ones. The Acunetix Web Vulnerability Scanner Network Alert scripting reference is
available from the following URL;

http://www.acunetix.com/vulnerability-scanner/scriptingreference/index.html.
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Custom 404 Error Pages

A 404 error page is the page that appears when a requested page is not found. In many cases, rather
than returning an HTTP Status Code “404 Not Found”, websites return an HTTP Status Code of 200
Success and show a page formatted according to the look and feel of the website to inform the user
that the page requested does not exist. Custom 404 error pages do not necessarily represent a
server 404 error (Page not found), and therefore Acunetix Web Vulnerability Scanner must be able
to automatically identify these pages, to detect the difference between a non-existent URL and a
valid web page.

By default Acunetix Web Vulnerability Scanner will automatically detect custom 404 pages and
patterns to match them, therefore you do not need to configure Custom 404 Error Pages rules
manually. In case you want to override the Acunetix Web Vulnerability Scanner automatic detection,
you can configure a custom error page rule by completing the following steps:

L=

URL to match on: | hitp: ##testazp.vulnweb. com/
X Test pattern
Patter: |Error\s+404\8+\:\S+F’age Match an; | Result body ﬂ [V Regular expression

Select a descriptive unique part of the page, then click Generate pattern from selection.

Browse URL: |http:.-".-"testasp.vulnweh.com.-" ﬂ Ll

| Browser view
HTTP/1.1 302 Four

Date ‘wied, 26 Oct 2011 12:44:09 GMT
Server Apache/2.2

Location hitp: A testazp. vulrweb. com/d04. htrm
Content-Length 285

Connection cloze

Content-Type textshtml; charset=izo-8855-1

<IDOCTYPE HTML PUBLIC "-AAETFA/DTD HTML 2.0//EN"> <html> <head: <lite> 302 Found< Aitle> < /head: <body: <h1>Found< /1>
<p> The document has moved <a href="http: /A acunetiv. com//404. htm's here< /ax < /ps <hre addresssdpaches/2.2 Server at
vy, acunetix.com Port 80<//address> </bodws </hitml>

ES ﬁ Generate pattern from selection Ok I Cancel |

Screenshot 78 — Custom 404 Error page configuration

1. Specify the URL of the website for which you would like to create a custom 404 error page
rule in the ‘URL to match on’ input field.

2. Inthe Pattern input field, you should specify a text pattern or regular expression which
matches some unique text on the custom 404 error page.

3. Specify where the pattern can be found in the custom 404 error page response from the
‘Match on’ drop down menu:

e Location header — The defined pattern can be found in the header of
the custom error page.

e Result Body — The defined pattern can be found in the body of the
custom error page.
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e Result — The defined pattern can be found in both the header and body
of the custom error page.

You can also generate such pattern automatically:

1. Enter the website’s URL in the ‘Browse URL’ input field and click GO. The browser will
request non existing URL’s to trigger the Custom 404 error page.

2. Highlight the unique text from the custom error page.

3. Click Generate pattern from selection.
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14. Scanning Profiles

The scanning profiles enable you to specify which type of vulnerability checks (e.g. XSS, SQL
Injection) you would like to run on your website. From the ‘Configuration > Scanning Profiles’ node
in the Tools Explorer window pane, you can create or edit scanning profiles, including the default
set.

Default Scanning Profiles

A number of default scanning profiles are included with Acunetix Web Vulnerability Scanner. Below
is a list of all the scanning profiles and a summary of the security checks they perform. For a detailed
list of the vulnerability checks that are included in each scanning profile, navigate to the
‘Configuration > Scanning Profiles’ node in the Tools Explorer, and select the profile name from the
‘Profile’ drop down menu. The tests selected with a checkbox will be launched when the scanning
profile is used.

Profile Description
default All vulnerability types
AcuSensor Security checks related to AcuSensor Technology,

such as directory traversal, file tempering etc.

Blind_SQL _Injection Blind SQL injection vulnerability checks only

CSRF Cross-site request forgery vulnerability checks
only

Directory_and_File_checks A number of security checks related to files, such

as text search and backup file checks, and
directory checks, such as directory listing etc.

empty This profile may be used as a clean base to create
other profiles.

File_Upload File upload form vulnerabilities only

GHDB Google hacking database security checks only.

High Risk Alerts Web and network vulnerability checks which are
considered as High Risk, such as SQL Injection and
XSS.

Network_Scripts Network security checks only. If you would like to

check if the network services are secured properly
on the web server, use this scanning profile. Tests
included are DNS cache poisoning, telnet brute
force and much more.

parameter_manipulation All parameter manipulation attacks, such as SQL
injection, XSS ‘Cross site scripting’, Command
execution etc.

SQL_Injection SQL injection vulnerability checks only
Weak_Passwords Web forms authentication audits related checks
Web_Applications Well known web applications e.g. Joomla,

84



m q C U n etix Acunetix Web Vulnerability Scanner

Wordpress security checks

Ws_default Web services vulnerability checks only

XSS Cross-site scripting vulnerability checks only

Creating/Modifying Scanning Profiles

Creating a new Scanning Profile

1. From the 'Profile’' drop down menu, select the scanning profile that you would like to use as
the base for the new scanning profile. If you want to start with all the scripts disabled, you
should select the Empty scanning profile.

2. Check all the vulnerability checks / security checks you would like to include in the scanning
profile.

3. Click on Save button to save the profile.

Modifying a Scanning Profile
1. Select the scanning profile you would like to edit from the ‘Profile’ drop down menu.

2. Check / un-check all the vulnerability / security checks you would like to include / exclude in
the scanning profile.

3. Click on Save button to save the profile.

Creating custom vulnerability checks

Acunetix Web Vulnerability Scanner allows you to create your own web and network vulnerability
checks. For example if you are familiar with a particular web application and want to create specific
checks for it you can use the Acunetix Vulnerability Check SDK to create your own vulnerability
checks.

More information about creating vulnerability checks can be found here:

http://www.acunetix.com/blog/uncategorized/creating-vulnerability-checks/
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15. Troubleshooting

Obtaining support

User Manual

The most common issues can be solved by consulting this manual.

Support

The Acunetix support team can be contacted by email at support@acunetix.com.

The Acunetix Support Center

Browse to http://www.acunetix.com/support/ to view all the support options available.

Acunetix Forums

Browse to http://www.acunetix.com/forums to interact with our expert community.

Request Support via E-Mail

If you encounter persistent problems that you cannot resolve we encourage you to contact the
Acunetix Support team via e-mail (support@acunetix.com), since you can include vital information
to help us diagnose and resolve your issues as quickly as possible. Please ensure you include the
license key information in the support email.

We will do our best to answer your query within 24 hours or less, depending on your time zone.

Acunetix Blog

We highly recommend that you follow our security blog by browsing to:
http://www.acunetix.com/blog/

Acunetix Facebook page

Join us on Facebook for the latest product and industry updates:
http://www.facebook.com/Acunetix

Knowledge base / Help / Support page

You can also explore the Acunetix knowledge base by browsing to:
http://www.acunetix.com/support/
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