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Starting a Scan

The Scan Wizard allows you to quickly set-up an automated security scan of
your website. The security scan provides a comprehensive understanding of
the web vulnerabilities present in your website, and gives you the opportunity
to review the individual alerts returned.

This Getting Started Guide explains the process of launching a security audit
of your website through the Scan wizard.

IMPORTANT NOTES:

e DO NOT SCAN A WEBSITE WITHOUT PROPER
AUTHORISATION!

e Avoid scanning your main website. Ideally you should scan a test
copy of your website as the scan might lead to unexpected behavior
of the site.

Step 1: Select Target to Scan

1. Click on ‘File > New > Website Scan’ to start the Scan Wizard or click on
‘New Scan’ button from the Acunetix WVS menu bar.

x

[ | Scan Type Scan T)-'pe
: Select whether you want to scan a gingle website or analyze the resultz of a previous crawl,

— Scanh type

| Here you can zean a single website, [n cage pou want to zcan a single web application and not the
whole zsite you can enter the full path belove. The application supparts HTTF and HTTPS websites.

(+ Scan single website

Website URL: | EEIa

5 |f you saved the site structure using the site crawler ool pou can uze the saved results here. The
(P zoan will load thiz data from the file instead of crawling the zite again.

(" Scan using saved crawling results

Filerarne: ﬂ =

F' IF wou want to scan a list of websites, use the Acunetiz Scheduler.
You can access the scheduler interface by clicking the link belaw.

acu netlx hitp: A flocalhost 81827

< Back | Heut » I Cancel

Screenshot 1 — Scan Wizard: Provide Website to Scan
2. Specify the website to be scanned. The scan target options are:
e Scan single website - e.g. http://testphp.acunetix.com

e Scan using saved crawling results - If you previously crawled a
website, you use the saved crawl to launch a scan instead of having to
crawl the website again.

You can scan multiple websites simultaneously using the Acunetix WVS
Scheduler. For more information, please refer to 'The Scheduler' chapter in
the Acunetix WVS user manual.
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Step 2: Specify Scanning Profile, Scan Settings Template and
Crawling Options

B Target
|

acunetix

x

| Type
B Options

Options

Adiust crawling/ =canning options from this page.

— Scanning options

\,) Scanning profile will enable/disable different tests [or group of tests] from the test databaze.

Scanning profile; | Default ﬂ

Ij‘; Scanning zettingz allow pou bo adjust zcanning behavior to the cument scan(s).
Scan settings: Drefault ﬂ Customize

v Save scan results to database for report generation.

— Crawling options

Ij‘; Thesze optiong will define the behaviour of the crawler for the curent zcans. [ pou want bo modify
the general crawler behawviour, you thould go to settings.

[ ifter crawling let me choose the files to scar

[ Define list of URLs ta be processed by crawler at start

Filenarne: | =
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Screenshot 2 — Scan Wizard: Configure Scanning and Crawling options
Scanning Profile

Select a scanning profile (e.g. SQL Injection or XSS) to be used when
scanning the target website. A scanning profile defines which vulnerability
checks will be launched against your website. The Default scanning file will
test your website for all known web vulnerabilities. For more information,
please refer to 'Scanning Profiles' chapter in the Acunetix WVS user manual.

Scan Settings Template

The Scan Settings template will determine what Crawler (HTTP protocol,
advanced crawling) and scanner settings to be used during a scan. You can
customize the scan settings using the '‘Customize' button. Any changes made
will affect only the current scan. If you wish to save the changes to be used
for future scans, you can select to save the template at the end of the Scan
Wizard. For more information, please refer to the 'Scan Settings Template'
section in the user manual.

Crawling Options

If you want to manually select which files and directories should be scanned
after the crawl, select the After crawling let me choose the files to scan
option.

You can also select to have the crawler process URLs which might not be
linked from the main URL by using the Define list of URLS to be processed
by crawler at start option.




Step 3: Confirm Targets and Technologies Detected

x|
Target

Pleaze wait until the zcanning iz finizhed, v'ou can also adjust detailz such az operating system, webzerver,
technology or change the baze path. By entering these details you can reduce the scanning time.

T arget information

1 £ testhtmlS. vulnweb. com: 80
Baze path 4
Server banner ngired1.4.1
Target URL http:/ ftesthtmlS. vulweb, con: 80/
Operating system [Unknown
webS erver ngire
= Optimize for following technologies |
ASP
ASPMNET
FHF
Perl
Javal/l2EE
ColdFuzionArun
Futhon
Railz
FrantPage
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acunetix Status : Done
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Screenshot 3 — Scan Wizard: Confirm Targets and Technologies

Acunetix WVS will automatically fingerprint the target website for basic details
and will automatically determine if a custom 404 error-page is being used.
For more information, please refer to '‘Custom 404 Pages’ section in the user
manual.

The web vulnerability scanner will optimize and reduce the scan time for the
selected technologies by reducing the number of tests performed. Use the
checkboxes next to the web technologies to enable or disable scanning for
specific technologies. If a specific web technology is not listed, then that
technology is supported by there are no vulnerability tests exclusive to that
technology.
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Step 4: Configure Login for Password Protected Areas

x

There are 2 common types of Authentication mechanisms used authenticate.

e HTTP Authentication - This type of authentication is handled by the web
server, where the user is prompted with a password dialog. If you scan
an HTTP password protected website, you will prompted to specify the
username and password after going through the scan wizard, unless
these are predefined in the Application Settings. For more information,
please refer to the 'Scanning a HTTP password protected area' section in
the user manual.

e Forms Authentication - This type of authentication is handled via a web
form. The credentials are sent to the server for validation by a custom
script. The rest of this section shows how to scan a site which uses this
type of authentication.

Login

Configure input/login details for passwaord protected areas ar HTML forms

Forms Authentication
Firish 93 If your webzite requires forms authentication, vou need to record the steps required ta login on the
webzite, Thiz will be zaved az a login zequence file and can be uzed later,
'ou can also zpecify a gection of the website which pou do not veant to be crawled [for example
link.z that will log you out fram the wehsite].

Login sequence: | <no login sequences ﬂ |NEWLDgInSequence

acunetix
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Screenshot 4 — Scan Wizard: Login Details Options

Scanning a form based password protected area

1. Click ‘New Login Sequence’ to launch the Login Sequence Recorder. By
default the URL of the target website is automatically used. Click Next to
proceed.




Login Sequence Recorder ;Iglll

m Set start URL to define a This wizard wil guide you in creating a login seguence which the Crawler will uzse to successfully log in to your web
login sequence for application and crawl it.

Record login actions

Setup restricted links
Please enter the application's URL below:

Setup in-zession detection
(detection of invalidated
SE35i0Ns)

x| © checkurL

Review login sequence

Please note that in order to record a successful login sequence, the wizard has to delete any cookies associated
with the website or web application you specified in the URL field above.

If you do not want that such cookies to be deleted, press "Cancel” to exit this wizard now.

The Login Seguence Recorder can also be used to configure the crawler to crawl a web application in a pre-defined
manner, such as a shopping cart. To configure the crawler to crawl a web application in a pre-defined manner, crawl the
web application in the second step of this wizard 'Record Legin Actions’ and do not configure ‘In-session’ details in the
fourth step of this wizard.

Macunetix

Help | Back | Next | Cancel |

Screenshot 5 — Login Sequence Recorder: Confirm URL

2. On the second page of the wizard, browse to the website's login page
and submit the authentication credentials in the login form. Wait for the
page to fully load, indicating that you are logged in. Click Next to
proceed.

Login Sequence Recorder -0l =l
n) &3 a B = == Ihﬁp:.frtesthtmls.vuInweb.cnmf#.l'pnpular -| E
Set start URL to define a - | <o | e | J &

& | SecurityTweets - HTMLS test website for Acunetix Web Vulnerability Scanner |

SEFINL TITCEITTE “Z# Click here to mark this page for manual intervention
Setup restricted links

Setup in-zession d
ion of i

SEssions) Login

v login sequence

Usermame

admin

Password

Forgot Pwd?

Macunetix

Recording
Help | Back | Next I Cancel |

Screenshot 6 — Login Sequence Recorder: Record Login Actions
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3. Once logged in, you also need to identify the logout link so the crawler
will ignore it to prevent ending the session. In the ‘Setup restricted links’
step of the wizard, click on the logout link. If the logout link is not in the
same page, click on ‘Pause’ in the top menu, navigate to a page where
the logout link is found, resume the session and click on the logout link.
Click ‘Next’ to proceed.

= Login Sequence Recorder 1Ol x|
1) 2, Ihﬂ MhesthtmiS.vulnweb. com&/popular -
Set start URL to define a - @ | “ Lo 0 | ) | P pop j

login sequence for € | SecurityTweets - HTMLS test website for Acunetix Web Vulnerability Scanner I

Record login -

€ SecurityTweets Welcome admir]| Logout

Vulnerable HTMLS5 test website for Acunetix Web Vulnerability Scanner.

VIEWS

Latest

Carousel
Archive

WEBSITE
About

Contact

ACUNETIX
Website
Blog

Commmbmnle J

[Recording [

Help | Back

Screenshot 7 - Login Sequence Recorder: Specify restricted links
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4. In this step, you can specify ‘In Session’ or ‘Out of Session’ detection
patterns. Session detection allows the crawler to detect that it is still
logged in. f the session expires during a crawl, the Crawler will
automatically login again. Click the Detect button so the Login Sequence
Recorder will try to automatically detect the pattern.

Note: if the automatic detection does not work, you would need to specify
the pattern manually. For more information, please refer to the 'Scanning
a HTTP password protected area' section in the user manual.

=T
y:lite . vulnweb.com| j Detect

Set start URL to define a
login sequence for

In session | i
Record login actions Out of session I

-
Setup restricted links
Setup in-session
detection (detection of
invalidated sessions)

Review login sequence a securiryTweers Welcome admin | Logout

Vulnerable HTMLS test website for Acunetix Web Vulnerability Scanner.

VIEWS

Latest

Carousel
Archive
WEBSITE
About

Contact

ACUNETIX

=i

Show in browser  Show raw data || f_“‘i Define pattern from selection

Macunetix Pattern: |(Zi}<a\s+href="logout> f‘:j Pattern type Check pattern

Help | Back

Screenshot 8- Login Sequence Recorder: Session Detection

LCancel |

5. Inthe last step of the wizard, you can review the recorded sequence.
One can change priority of URLSs, edit requests and add or remove
requests. Click ‘Finish’ to finalize the login sequence recording.

For more information, please refer to the ‘Login Sequence Recorder’ section
in the Acunetix WVS user manual.

Step 5: Final wizard options

In the final step, the Scan Wizard will make an initial analysis of the web site
and you might be alerted to the following:

e If an error is encountered while connecting to the target server, you
will be alerted with the complete details of the error.

e If Acunetix WVS is unable to automatically detect a pattern for the
custom 404 error page automatically, you will have to configure a
custom 404 error page rule. For more information, please refer to the
'‘Custom 404 Error Pages' section in the Acunetix WVS user manual.

o |If the target server is using CASE insensitive URLs, you will also be
alerted with the option to force case insensitive crawling.

e If AcuSensor is enabled, you will be prompted with the option to
configure AcuSensor on the website. For more information, please
refer to the 'Installing the AcuSensor Agent' section in the Acunetix
WVS user manual.
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e If the website responds differently to a mobile browser, in which case
you will be presented with the option to scan the site as a normal
browser or as a mobile browser

e Acunetix WVS will also alert you if additional hosts are discovered;
i.e. when your website links to other websites. By default these are
not scanned, but you will be given to option to include these in the
scan. Remember that you need permission to scan these hosts too.

You will also be given the option to save the scan options to a new scanning
template, so that the same scan settings can be re-used for future scans.

Finish

After analpzing the website responzes, we have compiled a list of recommendations for the current scan,

M Login Server differentiates betvween mobile and deskiop browsers

Finizh - . . .
f It zeemsz that the website regponds differently to mobile and deskiop browsers. Below you can select
| ! the user-agent sting to wze during the scan, inorder to scan the section of the website shown ta

= zpecific browsers.

(ISl - Curently configured user agent Custarize |

Additional hosts detected

@B Some addiional hosts were detected. Select the hosts to include in the scan,
| Ensure that you have permizsion to zcan the hosts selected.

[] forts. googleapis. com

[ netdna bootstrapedn.com
[ wmenes acunetiz com

[ wmenes facebook. com

] v, busitter. com

Save customized zoan zettings

f ou can choogze to save the settings you've made for future scans. This can be uzefull if pou are
L | plarning to scan more similar websites. Yo can alzo chose to save the settings in a new file by
= clicking the below button,

Save to a new template |

acunetix
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Screenshot 9 - Scan Wizard — Final Scan Configuration options.

Step 6: Completing the scan

Click the Finish button to start the automated scan. Depending on the size of
the website, scanning profile chosen and the server response time, a scan
may take up to several hours. These factors cannot be controlled by Acunetix
WVS.




