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WEB APPLICATION VULNERABILITIES





Standard & Premium


WordPress Plugin BSK PDF Manager Multiple SQL Injection Vulnerabilities (1.3.2)
















Description

WordPress Plugin BSK PDF Manager is prone to multiple SQL injection vulnerabilities because it fails to sufficiently sanitize user-supplied data before using it in an SQL query. Exploiting these issues could allow an attacker to compromise the application, access or modify data, or exploit latent vulnerabilities in the underlying database. WordPress Plugin BSK PDF Manager version 1.3.2 is vulnerable; other versions may also be affected.

Remediation

Edit the source code to ensure that input is properly sanitised or disable the plugin until a fix is available

References



http://www.homelab.it/index.php/2014/07/10/wordpress-bsk-pdf-manager-sqlinj/



http://packetstormsecurity.com/files/127407/WordPress-BSK-PDF-Manager-1.3.2-SQL-Injection.html



http://www.securityfocus.com/bid/68488/exploit




Related Vulnerabilities




WordPress Plugin Better WordPress reCAPTCHA (with no CAPTCHA reCAPTCHA) Cross-Site Scripting (2.0.3)





PHP Other Vulnerability (CVE-2007-4507)





WordPress Plugin WP Symposium SQL Injection (15.5.1)





WordPress Plugin Bulk change of posts terms and post types Cross-Site Scripting (1.0)





MediaWiki Exposure of Sensitive Information to an Unauthorized Actor Vulnerability (CVE-2021-46148)








Severity

High
Classification


CVE-2014-4944


CWE-89


CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N


CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:N/SC:N/SI:N/SA:N

Tags


Missing Update


SQL Injection

















Take action and discover your vulnerabilities
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